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NH®OPMALIMOHHAA NAMATKA
OnA OBYYAIOLWMXCA ANnA PASMELLEHUA
HA O®ULIMATIbHbIX MHTEPHET-PECYPCAX

C kaxabiM rogoM Monoaexu B MHTEpHEeTe CTaHOBUTbCA Oonblue, a LWKONMbHUKN OOHU U3 caMblX
aKTUBHbIX Monb3oBaTenemn PyHeTa. Me>|</:|,y TeM, MNOMMMO OrpOMHOIo Konn4yecTtBa BO3MOXHOCTEMN,
MHTEPHET HeceT " ﬂp06ﬂeMbI. OTa namsTKka AomkHa nomoyb Tebe Be3onacHo HaXOAUTLCH B CETU.

KomnbloTepHbie BUPYChbI

KoMMNblOTEPHBbIN  BUPYC - STO pPasHOBMOHOCTb KOMIMbIOTEPHBLIX MPOrpamm, OTMNUYMTENbHON
0COBEHHOCTBIO KOTOPOI ABNAETCA CNOCOBHOCTh K pa3sMHOXEHMI0. B ononHeHe K 3ToMy, BUPYCbl MOTyT
NOBPEAUTb UMK MOMHOCTBIO YHUYTOXUTL BCe (painbl U AaHHble, NOAKOHTPOIbHbLIE MONb3oBaTeno, oT
MMeHM KOoToporo Gbina 3anylleHa 3apaxeHHas nporpamma, a Takke MoBpeauTb UM AaXe YHUYTOXUTb
onepaLuoHHy0 CUCTEMY CO BceMu dpaiinamy B LenoM. B GonblUMHCTBE criydyaeB pacrnpoCTpaHATCS
BMPYCbl Yepes UHTEpHET.

MeToabl 3awmThl OT BpeOOHOCHbIX NporpamMmm:

1. Vicnonbayii coBpeMeHHble OnepaunoHHbIE CUCTEMBI, UMEIOLLME CEPbE3HbIN YPOBEHb 3aLUUTLI OT
BPEOOHOCHbIX Nporpamm;

2. TlocTosiHHO YycTaHaBnMBanW nadvytu (UMpoBble 3annaTkM, KOTOpble aBTOMaTU4YecKu
YCTaHaBMNMBAKOTCA C Lenbo opaboTkM nporpammbl) U gpyrme OOHOBMEHUS CBOEW OnepauyOHHON
cuctembl. CkaumBam X TOMbKO C odumumansHoro camta paspabotyuka OC. Ecnu cywectsyeT pexum
aBTOMaTUYECKOro 0OHOBMNEHWS, BKIOYM €rO;

3. PaboTtalnn Ha cBOeM KOMMbKOTEPE MoA MpaBamu Norb3oBaTens, a He agMUHUCTpaTopa. ATO He
no3BoNUT OGOMbLUMHCTBY BPEOOHOCHBIX MNPOrpaMM  WMHCTaNMpoBaTbCAd Ha TBOEM MEePCOHANbHOM
KOMMbIOTEPE;

4. Wcnonb3yn aHTUBUPYCHblE MpOrpaMMHbie MPOAYKTbl W3BECTHbIX NPOU3BOAMTENEN, C
aBTOMaTU4Yeckum obHoBneHnem 6as;

5. OrpaHuyb hnanyeckunin JOCTyN K KOMMbIOTEPY AS151 MOCTOPOHHUX JNL;

6. WMcnonb3yn BHELWHWE HOCUTENW WHOPMaLUK, Takue Kak dnewka, auck wnm dann u3
WHTEPHETA, TOMBbKO M3 NPOBEPEHHbBIX MCTOYHMKOB;

7. He oTkpbiBall KOMMNbIOTEPHbLIE (haWnbl, MOMYYEHHbIE M3 HEHaOEeXHbIX WUCTOYHUKOB. [axe Te
ghannbl, KOTOpble Npucnan TBOM 3HAKOMbIN. Jlyylle YyTOUYHN y Hero, oTnpaensAsn nu oH Tebe mx.

Cetn WI-FI

Wi-Fi - 3TO He BuA nepenayn OaHHbIX, HE TEXHOMOrMS, a BCcero nuwb 6pena, mapka. Ewe B 1991
rogy HugepnaHackas komnanus 3apervctpuposana 6peHg "WECA", yto obo3Hayano crioBocoyeTaHune
"Wireless Fidelity", koTopbii nepeBoanTcs Kak "decnpoBogHas TOYHOCTb".

[o Hawero BpemeHu gowna gpyrad abbpeBuatypa, KOTopas ABMSETCA TaKOW Xe TEXHOMOrMewn.
OT1o abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6bINIO JAHO C HAMEKOM Ha CTaHA4apT BbICLLUEN 3BYKOBOW
TexHukun Hi-Fi, 4To B nepeBoae o3Ha4aeT "BbiCOKasi TOYHOCTL".

Oa, OecnnaTtHbn WHTEPHET-JOCTYN B Kade, oOTenax u asponopTax sBNAETCA OTIMYHON
BO3MOXHOCTbIO BbIXOA4a B MHTEPHET. HO MHOMMe aKkcnepThbl cumTaroT, 4To obwenoctynHele Wi-Fi cetn He
ABNATCA 6e30nacHbIMU.

CoBeTbl No 6e3onacHocTU paboTsl B 0bwenocTynHbix cetax Wi-fi:

1. He nepepaBaii cBOWO NU4YHYO nHdopmaumio Yyepes obuwenoctynHole Wi-Fi cetu. PaboTtas B Hux,
enaTtenbHO He BBOAWTb Naponv JOCTYNa, NOrMHbLI U Kakne-TO HoMepa;

2. Vicnonmb3ym wn OOHOBMSIW aHTMBMPYCHblE nporpamMmbl M GpaHomayep. Tem caMbiM  Tbl
obesonacuwb cebst OT 3akayky BUpyca Ha TBOE YCTPOWCTBO;



3. Mpu ucnonssoeanum Wi-Fi otkntoun doyHkumto "O6Lwmin gocTyn K dhainam u npuHtepam”. daHHas
OYHKUMSA 3aKpbiTa MO YMOIYaHUIO, OOHAKO HEKOTopble MONb30oBaTeENU akTMBUPYIOT ee ana yaobcTea
ncnonb3oBaHnsi B paboTe unm yyebe;

4. He ucnonb3yin nyonuuHbin WI-FI ons nepegayum NU4HbIX OaHHBLIX, HanpuMep Ans Bbixoga B
coumanbHble CeTU UNU B ANEKTPOHHYHO NOYTY;

5. Vicnonb3yn Tonbko 3awuieHHoe coeguHeHne Yyepes HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBoAU UMeHHo "https://*;

6. B mobunbHoM TenedgoHe oTknoum dyHkumio "TogkmoveHne k Wi-Fi aBromatuueckn". He
Jornyckan aBTomaTMy4eckoro nogkrtodeHus yctporctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CouuanbHble CeTM aKTUBHO BXOAAT B Hally XW3Hb, MHOrMe noau paboTalT U XUBYT Tam
nocTosiHHO, a B Facebook yxe sapeructpupoBaH Munnuapg YenoBeK, YTO ABNAeTCA OOHOW ceabMoM
BCeX xuTenel nnadetbl. MHorne nonb3oBaTeny He MOHUMAIOT, YTO MHOPMaLMSA, pa3MellleHHas MU B
coumanbHbIX CETAX, MOXeT BblTb HalldeHa U UCMoNb3oBaHa KeM YrodHO, B TOM 4YMcre He 06A3aTenbHO ¢
6narMuMm HamepeHUaMM.

OcHoBHbIe coBeTbl N0 6€30MacHOCTM B COLUManbHbIX CETAX:
1. OrpaHunyb cnncok apysen. Y 1ebs B Apy3bsax HE AOMKHO ObITh CyvarHbIX U HE3HAKOMbIX NOAEN;

2. 3awmian CBOK 4acCTHyK XMU3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, Aaty TBOEro
POXAEHNSA U OPYIYIO NIUYHYIO MHpopMaLmo. 3NOyMbILLNEHHMKM MOTYT UCMOMb30BaTh AaXe MHOPMAaLMIO
O TOM, KaK Tbl 1 TBOU poanUTENN NNnaHnpyeTe NpoBeCTU KaHUKYIbI;

3. awmuwan ceoto penyTaumio - AEPXKM ee B YACTOTE M 3agaBan cebe Bonpoc: xoten Obl Tbl, 4TOObI
apyrve nonb3oBaTenu BUAENW, YTO Thbl 3arpyxaews? [logyman, npexge yYem 4TO-TO onyGnuvKoBaTb,
HanucaTb 1 3arpy3uTb;

4. Ecnu Tbl roBOpULWb C JOAbMW, KOTOPbIX HE 3Haellb, He UCMOorb3yl CBOE peanbHoe UMS U
APYTYI0 NINYHYI0 MHADOPMALIMK: UMS1, MECTO XKMUTENbCTBA, MECTO y4ebbl U NpoYeE;

5. WN3beran pasmelleHunss cdotorpacuin B VIHTepHeTe, rae Tbl M300paxeH Ha MECTHOCTW, Mo
KOTOPOW MOXHO ONpeAennTb TBOE MECTOMNOMOXKEHWE;

6. lNpu pernctpaumm B coumanbHOM CETM HeoOXOAMMO WCNONb30BaTb CIOXHbIE MAPOIMK,
cocTosime 13 6yks 1 LMpP U C KONNYECTBOM 3HAKOB He MeHee 8;

7. ns coumanbHOM cCeTu, NoYTbl U APYrMX CanToB HEOOXOAMMO MCMONbL30BaTb pPasHble Maposiu.
Torga ecnu Tebs1 B3NoMatoT, TO 3MOYMbILIMEHHVKM NOfyYaT AOCTYN TONbKO K O4HOMY MECTY, a He BO BCe
cpasy.

OneKTpPOHHbIe AeHbIN

ONEeKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIA Cnocob MnaTexen, OAHAKO CYLLUECTBYIOT MOLLEHHWKH,
KOTOpbIEe XOTAT MOMYYUTb 3TN OEHBIU.

ONeKTPOHHbIE AEeHbIV NOSIBUNUCH COBCEM HEAABHO M MMEHHO M3-3a 3TOro BO MHOMMX FOCydapcTBax
[0 CUX NOp He NPONMCaHO NPO HYX B 3aKOHaX.

B Poccuun xe oHM (DYHKLUMOHUPYIOT M O HUX YXe MponuMcaHo B 3aKOHe, rae UX pasgensatT Ha
HECKOJTbKO BMOOB - aHOHVMMHbIE M HE @aHOHUMHbIE. PasHuua B TOM, YTO aHOHWMHbBIE - 3TO T€, B KOTOPbIX
paspeluaeTtca MpoBoauTb onepaumM ©6e3 uaeHTUdUKaUuM Mnonb3oBaTens, a B HEeaHOHWMHbIX
naeHTugrkaums nonb3oBaTens ABnseTca 06a3aTenbHON.

Takxke cnenyet pasnuyatb 3NEKTPOHHbIE (bI/IaTHbIe O€eHbIrn (paBHbI rocynapCrtBeHHbIM BaJ'II'OTaM) n
ANIEKTPOHHbIE He(*)VIaTHbIe AOeHbIn (He paBHbl roCyaapCTBEHHbLIM Baﬂ}OTaM).

OcHoBHbIe coBeTbl N0 6e3onacHom pa60Te C 9NEKTPOHHbIMW OEeHbraMmu:

1. MNpmBSHXM K cHETY MOOUMBHBIN TENEdOH. ITO camblli YOOOHbIN 1 BbICTPLIN CNOCOO BOCCTAHOBUTL



gocTtyn K cyeTy. [NpuBsizaHHbIN TenedoH MOMOXET, ecnu 3abyfellb CBOW NNaTEeXHbIA Napofb Wnu
3angellb Ha canT ¢ He3HaKOMOro YCTPOWCTBA;

2. Vicnonb3yn ogHopasoBble naponu. MNocne nepexoda Ha yCUIEHHY0 aBTopm3auuto Tebe yxe He
OyaeT yrpoxaTtb OnacHOCTb KpaXKu Uinn nepexearta NnaTteXxHoro napons;

3. Bbibepu cnoxHbin naponb. [NpecTynHukam OyaoeTr He MNPOCTO yragaTb CIOXHbIA Naporsb.
HapexHble naponu - 370 naponu, KoTopble cogepxat He MeHee 8 3HaKoB U BKIMOYAOT B ce0si CTPOYHbIE
U nponucHble OykBbl, UM(PbI U HECKONbKO CUMBOMOB, TakMe Kak 3HaK pJonnapa, ¢yHTa,
BOCKNULUATeNbHbIN 3HaK 1 T.N. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NUYHbIE AaHHbIE HA canTax, KOTOpPbIM HE OBEepAeLlb.

OnekTpoHHas noyTta

SJ'IGKTpOHHaﬂ noyta - 3TO TexXHomnorma un npegocraBndemMble €K yCnyrm no nepecbiyike wu
NONy4YeHU0 3NEKTPOHHbIX COOﬁLIJ.eHI/lI;I, KOTOpblE pacnpenendarTca B KOMFIbPOTepHOIZ cetn. OBbIYHO
SJ'IeKTpOHHbIﬁ NOYTOBLIA SAWMK BbIMAAUT cnegyrowmm o6pa30M: I/IMFl_I'IOJ'Ib3OBaTeJ'IF|@I/IMF|_,D,OMeHa.
Takke KpoMe nepenadu npocTtoro TekCta, nMmeeTcd BOSMOXHOCTb nepeaaBsatb (*)alzj'lbl.

OcHoBHble coBeTbl N0 6e3onacHom paboTe C AMEeKTPOHHON NOYTON:

1. Hago BblbpaTb npaBunbHbLIM MOYTOBLIM CcepBUC. B MHTepHeTe ecTb OrpoMHbIA  BbIGOP
BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO fyylle 4OBepsATb TEM, KOTO 3HaeLlb U KTO NepBbli B PENTUHTE;

2. He ykasbiBan B nWYHOW MoYTe nUYHYO UWHpopmauuo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_aHaTt@" unu "pok2013" BmecTo "Tema13";

3. Wcnonb3yi OByxaTanHylo asTopu3auuio. I3TO Korda MOMMMO Mapons HYXHO BBOOMTb KOA,
npucbinaembin no SMS;

4. BbiGepn CnoxHbli naponb. [Ons Kaxgoro novTOBOro silLMKa OOMKEH ObiTb CBOWM HaOEXHbIN,
YCTONYMBBIV K B3NIOMY Maporib;

5. Ecnun ecTb BO3MOXHOCTb HanmMcaTb CaMOMY CBOW JIMYHbIN BONPOC, MCMNOSb3yN 3Ty BO3MOXHOCTb;
6. Mcnonb3yn HECKONbKO MOYTOBLIX SAWMKOB. [lepBbi NS 4YacTHOW NEepennckn C agpecatamu,
KOTOpbIM Tbl [OBepsiellb. ATO 3EKTPOHHbIA adpec He Hago WCMonb3oBaTb MNPWM perncrTpaumMn Ha

dopymax u cantax;

7. He oTkpbiBan hannbl 1 apyrue BNOXeHUA B NMMCbMax, AaKe €Crnv OHW NPULLNK OT TBOMX OpY3€en.
Jlyywie yTouHM y HMX, OTNPaBASN N OHW Tebe 3Tn dannsbl;

8. lNocne okoH4YaHMs paboTbl HA MOYTOBOM CepBUCE Mepen 3aKpbiTUEM BKMAAKM C CaNTOM He
3abyab HaxaTb Ha "Bbiitin".

Kn6epOynnuHr unu BupTyanbHoe u3geBaTenbLCTBO

KnbepbynnuHr - npecrnegoBaHue COOOLLEHUSIMK, COAEepXalumMu OCcKopOneHns, arpeccuio,
3anyrmBaHue; XynMraHcTBO; coumnanbHoe GONKOTMPOBaHUE C MOMOLLBIO Pa3NUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNOEPBYIMHIOM:

1. He 6pocawics B 60n. Jlydwimin cnocob: nocoBeToBaThCS Kak cebst BECTU U, €CNN HET TOro, K KOMY
MOXHO 00paTUTbCsl, TO BHavane YCMnokouTbCsl. Ecnv Tbl HayHelb OTBeYaTb OCKOPONEHUsMU Ha
0CKOpOBeHMs1, TO TOMbKO eLle Bonblue pasoxokellb KOHIUKT;

2. YnpaBnsn cBoen kubeppenyTtauven;

3. AHOHMMHOCTb B CETU MHUMas. CyIJJ,eCTBy}OT Ccnocobbl BbISICHUTb, KTO CTOUT 3a aHOHUMHbIM
AKKayHTOM;

4. He cTOMT BECTM XynuUraHckuii obpa3 BUpPTyanbHOW XU3HW. VIHTepHeT duKcupyeT Bce TBOU
OEVNCTBUS U COXPAHSIET UX. Yaanutb ux bygeTt kpavHe 3aTpyaHUTENbHO;

5. CoGniogaii cBoo BMpPTYarbHYO YeCTb CMOMOAY;



6. WrHopupyin eguHW4HbIi Heratwus. OpHOpa3oBble OCKOPGUTENbHbIE COOGLLEHMS fydlle
urHopuposatb. OBbIYHO arpeccus NpekpallaeTcs Ha HavanbHOM cTaguu;

7. bBaH arpeccopa. B nporpaMmmMax obMeHa MrHOBEHHbIMW COOOLLEHUSIMU, B COLMAnbHbIX CETSX
€CTb BO3MOXHOCTb 6J'IOKVIpOBKVI oTnpaBKu cooOLLeHnn ¢ onpeneneHHbIX anpecos;

8. Ecnu Tbl cBugeTenb knbepbynnuHra. TBouM OEWCTBMS: BbICTYMNWTbL MPOTMB NpecrefoBaTtens,
nokasate emy, 4TO ero AeWCTBUS OLEHMBalOTCS HeraTMBHO, NoAAepXaTb XepTBY, KOTOPOW HyXHa
ncuxonoruyeckasi NOMoLLb, COOBLLMTL B3POCIIbIM O (hakTe arpecCMBHOMO NOBEAEHUS B CETU.

Mo6unbHbIN TenedoH

COBpeMeHHbIe CMapTd)OHbI M nNnaHWweTbl codepiXaTt B cebe BnosHe B3pOC.I'IbIIZ q)yHKLLI/IOHa.I'I, n
Tenepb OHUM MOryT KOHKypupoBaTb CO CTaUMOHapPHbIMU KOMMNbOTEPAMMWU. OpaHako, cpencTte 3aWuTbl Angd
I'IOD.O6HbIX yCTpOI;ICTB NOoKa O4YeHb Maro. TeCTI/IpOBaHI/Ie M NounckK yF|3BI/IMOCTeIZ B HUX NMPOUCXoauT He TaK
MHTEeHcMBHO, kak ang MK, To xe camoe kacaetcsa 1 MOOMMbHbIX I'IpI/I.I'IO)KeHI/IIZ.

COBpeMeHHbIe MOOUMbHbIE 6paysepb| YXe NnpakTudeckn aorHanu HacTolbHble aHanorun, oaHako
pacwunpeHune (*)yHKLI,I/IOHaJ'Ia BrieyeT 3a cobon 6OJ'II:>LLIyPO CNOXXHOCTb U MEeHbLUYH 3allULLEeHHOCTb.

[aneko He BCe NpPOM3BOAUTENN BbIMyCKaloT OOHOBNEHUS, 3aKpbiBaOLLME KpUTUYECKNE YSI3BMMOCTMU
AN CBOMX YCTPOWCTB.

OcHoBHble coBeTbl st 6e3onacHoOCTM MOBUNbHOro TenedoHa:

Huyero He saBnsetcs no-Hactosiwemy 6GecnnatHeiM. Byab ocTopoxeH, Beab korga Tebe
npeanaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT BbITb CKpPbITbl Kakne-To niiaTHble YCryru;

Oyman, npexge yem otnpasutb SMS, doto vnu Buaeo. Tbl TOYHO 3Haelb, rae oHu ByayT B
KOHEYHOM utore?

Heobxoammo o6HOBMSATL ONEPaLMOHHYH0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yn aHTMBUPYCHbIE NporpamMmMbl ANg MOGUNbHbLIX TeNedoHOB;

He 3arpyxait npunoXxeHuss oT HEM3BECTHOIO UCTOYHUKA, BEAb OHU MOTYT COAEpPXaTb BPEAOHOCHOE
nporpaMMHoe obecneyeHue;

Mocne Toro kak Tbl BblgelWb C CanTa, rae BBOOMIT JIMYHYIO MHGOPMALMIO, 3alngn B HACTPOWKU
Opaysepa u yaganu cookies;

Mepuoamnyeckn nposepsiii, Kakne nraTHble YCIyrM akTUBUPOBaHbl HA TBOEM HOMEPE;

[aBain cBon Homep MOOWNBbHOrO TenedgoHa TOMbKO fAAM, KOTOPbIX Tbl 3HaelWb M KoMy
OoBepsieLlb;

Bluetooth gomkeH 6bITb BbIKIIOYEH, KOrga Tel MM He Nonb3yelbcsd. He 3abbiBan nHorga npoBepsTh
3To.

Online urpbl

CoBpeMeHHble OHMaKlH-Urpbl - 3TO Kpaco4Hble, 3axBaTbiBalOLUNe pasBrieyeHus, obobeauHsoLLe
COTHM TbICAY YEenoBeK Mo BCeMy MupY. MIrpoku nccreayoT AaHHbIA UM MUp, oblatTcs Apyr ¢ ApYroMm,
BbIMOMHAOT 33[aHusl, CPaXKalTcsl C MOHCTpaMM U MoryyatoT onbiT. 3a yOOBONbCTBME OHW MNaTaT:
noKynaroT AUCK, OMnfaynBaloT abGoHEMEHT Uiu NprobpeTatoT Kakne-To onuum.

Bce aTM cpeactBa vayT Ha noadepXaHue M pasBUTME Urpbl, a Takke Ha camy 6Ges3omnacHoCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOPWU3aLWK, BbiMyCKalOTCA HOBble naTuM (UMdpoBbIe 3annaTku Ans
nporpaMm), 3aKpbIBarTCA YA3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTouT onacatbCA He CTOJIbKO CBOWUX COMEPHUKOB, CKOJIbKO KpaXwun TBOEro
naponsd, Ha KOTOpoOM OCHOBaHa CUCTeMa aBTopu3aunn OonblUMHCTBA urp.

OcHoBHbIe coBeThbl N0 6e30MacHOCTM TBOErO MrpoBOro akkayHTa:

1. Ecnv apyroit vrpok BedeT cebs nroxo vnu cosgaeT Tebe HenpusiTHOCTW, 3abrokupyii ero B



CMNUCKe UTPOKOB;

2. I'Io>|<any17|c;| agMUHUCTpaATopaM Wrpbl Ha MNOX0€ noBedeHne 3TOro WUrpoka, XernarteribHo
NPUINOXNUTb KakKne-To AoKa3aTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4Hyo nHopmarmio B npodanne urphbl;
4. YBaxan Apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnueai HeouumnansHble natin n moapl;

6. Vicnonb3yi cnoxHble 1 pasHble naponu;

7. Daxe BO BpeMA Urpbl HEe CTOUT OTKNKO4YaTb aHTUBUPYC. MNoka Tbl urpaeulb, TBOW KOMMNbOTEP
MOryT 3apa3unTb.

PULIMHT Unu KpaXxa NMUYHbIX AaHHbIX

OObIYHOM Kpakel OeHer U [AOKYMEHTOB CErogHs YKe HMKOro He yOuBMLb, HO C pasBUTMEM
WHTEPHET-TEXHONOMIA  3MOYMbILUIIEHHUKN NEePEMECTUNIUCL B WHTEPHET, W NPOAOIHKaKT 3aHMMaTbCs
"NMobuMbIM" Aenom.

Tak nosiBUNacb HoBasi yrpo3a: MHTEPHET-MOLLUEHHUYECTBA UM OULLMHI, FNaBHas LeNb KOTOPOro
COCTOUT B MNOMNYyYeHUW KOHMAeHUManbHbIX AaHHbIX MOnb3oBaTenen - JIOTMHOB W naponen. Ha
aHrnuickom asblke phishing yitaetcs kak dpuwumHr (ot fishing - peibHasa noens, password - napornb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNMHIOM:

1. Cnegmn 3a cBOMM akkayHTOM. Ecnn Tbl nogospeBaellb, YTO TBOSA aHkeTa Obina B3nomaHa, TO
Heobxoammo 3abnokMpoBaTh ee N CoobLLNTL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpeE;

2. Ncnonb3yn 6e3onacHble BeO6-caliThbl, B TOM YMCHE, MHTEPHET-Mara3nHOB N NMONCKOBLIX CUCTEM;

3. Wcnonb3yn crnoxHble W pasHble naponun. Takum obpasom, ecnu Tebsa B3nomMarkT, TO
3I10YMBbILUMIEHHMKM NOMyYaT AOCTYN TOMBbKO K OAHOMY TBOEMY MPOoduso B CETU, @ HE KO BCEM;

4. Ecnun Tebsa B3nomann, TO HeobGXoAMmMo npeaynpeauTb BCEX CBOMX 3HAKOMBbIX, KOTOpble
pobGaeneHbl y Tebst B Opy3bsix, O TOM, 4yTo Tebsa B3nomManu M, BO3MOXHO, OT TBOEro Mmenun byaet
paccbinaTbCs cnam 1 CCbIfky Ha OULLIMHIOBbLIE CalThbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTkntoun coxpaHeHue napons B 6paysepe;

7. He oTkpbiBai dannbl n gpyrue BNOXeHUA B MUCbMax, Aaxe ecrnv OHW NPULLNKU OT TBOUX ApY3en.
Jlyywe yTo4HmM y HKX, OTNPaBNSanu v oHn Tebe aTn dannbl.

LUundposas penyTtaumus

LindpoBaa penytauuss - 37O HeratMBHas WU MNO3MTMBHAas MHQopMauus B cetm o Tebe.
KomnpomeTtupytowaa uHdopmauus, pasMelleHHas B WHTEPHETE, MOXET Cepbe3HbiM 0bpa3om
OTpasnTbCA Ha TBOeW peanbHoW >Xu3HW. "LUndposas penytauna" - STO TBOM UMWUOXK, KOTOPbIV
dhopmumpyeTcsa us nHpopmauum o Tebe B UHTEPHETE.

TBOE MECTO XMTENbCTBA, y4ebbl, TBOE (HOMHAHCOBOE MONOXEHWEe, OCOBEHHOCTU Xapaktepa U
pacckasbl 0 6r1sKKX - BCe 3TO HaKannmBaeTcs B CETH.

MHorve nogpocTkU NErKOMbICIIEHHO OTHOCATCA K NyGrvkauum nuyHom nHgopmaumm B MIHTepHeTe,
He NoHMMasa BO3MOXHbIX NOCMeacTBUA. Thl gaXe He CMOXELWb goragaTbCa O TOM, YTO dhoTorpadms,
pasMeLleHHas 5 neT Hasag, cTana NpPUYnHON oTkasa NpuHATL Tebsa Ha paboTy.

KoMMmeHTapum, pasmelleHne TBoMX oTorpachmini U gpyrme OenUCTBUS MOTYT HE MCYE3HYTb Oaxe
nocrne Toro, Kak Tbl MX yAanuib. Tbl He 3Haellb, KTO COXpaHuN 3Ty MHJOpMauuio, nonana fim oHa B
MOUCKOBbIE CUCTEMbI M COXpaHMNacb N OHa, a rMaBHOe: YTo nogyMaloT O Tebe OKpyarolive Noaw,
KOTOpble HaayT v yBUASAT 3T0. HaliTh nHdopmaumio MHOro feT CrycTsi CMOXeT NoGoii - Kak U3 4o6pbIX
noGy>XaeHWI, Tak U C HAaMEPEHNEM NMPUYUHUTL Bped. OTO MOXeT ObiTb KTO YrofHo.



OcHoBHble COBEeThI MO 3aLiuTe UUdpoBoi penyTaumi:

1. Moaymaii, Npexae Yem 4YTO-TO NyGnMKoBaTb M NepedaBaTb y cebs B Griore unu B coumanbHou
ceTu;

2. B HacTponkax Mpoduns yCcTaHOBU OrpaHU4eHUst Ha MPOCMOTP TBOEro npoduna u ero
COAEPXUMOro, caernan ero Tonbko "ansa gpysen”;

3. He pasmewan n He ykasbiBa MHopMauuio, koTopasi MOXET Koro-nnbo ockopbnsats unu
obuxaTb.

ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJTbHUKN - aKTUBHbI€ MOonb3oBaTenu LI.I/I(*)pOBOFO NpoCTpaHCcTBa. OpHako faneko
He BCe 3HaloT, YTO Nnosib3oBaHMe MHOrMMMN BO3MOXXHOCTAMU LLMCprBOFO Mupa Tpe6yeT co6mop.eH|/1;| npas
Ha MHTEeNNeKTyanbHYylo COOCTBEHHOCTb.

TepMMH |'l/‘lHTeJ'IJ'IeKTyaJ'IbHaﬂ COBOCTBEHHOCTL" OTHOCUTCSA K pa3nnyHbIM TBOPEHUAM 4YernoBeveckoro
yMma, Ha4ynHaaA C HOBbIX I/1306peTeHMl71 N 3HaAKOB, o6o3Haqa+ou.|,|/1x cobCTBEHHOCTb Ha nNpoAYyKTbl U ycnyru, 1
3aKaH4nBaa KHUramu, q.)OTOFpaCbMﬂMM, KMHO(*)I/IJ'IbMaMM N My3blKalribHbIMU Npon3BeeHUAMMN.

ABTOpCKME MpaBa - 9TO MpaBa Ha MHTENNeKTyarnbHyl0 COBCTBEHHOCTb Ha MPOU3BEOEHUS HayKu,
nutepatypbl U UCKyccTBa. ABTOpPCKME TMpaBa BbICTYNalT B KayecTBe rapaHTMM TOro, 47O
WHTENNEKTyanbHbI/TBOPYECKUA TPyA aBTopa He OyaeTr HanpacHbiM, AacT eMmy CcnpaBeanuBbie
BO3MOXHOCTU 3apaboTaTb Ha pesynbTatax CBOEro Tpyga, nonyvymTb U3BECTHOCTb U NpusHaHue. Hukto
6e3 paspelleHNs aBTOpa He MOXET BOCMPOU3BOAWUTbL €ro npovsBedeHue, pacnpocTpaHaATb, nNy6nmnyHo
OeMOHCTpupoBaTb, Npodasatb, WMMAOPTUPOBATb, Myckatb B MNpokaT, MyobrvM4yHO  MCMOMNHSATH,
NnokasblBaTb/UCMNONHATL B 3hupe unm pasmeLlatb B VIHTepHeTe.

VMcnonb3oBaHue "nupatckoro” nporpaMmMHoOro obecneveHnst MoXxeT NPUBECTU K MHOTUM PUCKaM: OT
NoTEPU AaHHbIX K TBOUM akkayHTam 40 OroKMpOBKM TBOErO YCTPOWCTBA, rAe YyCTaHOBMEHA HeneranbHas
nporpamma. He cTouT Takke 3abbiBaTb, YTO CyLIECTBYHOT neranbHble U GecnnaTHble nporpammel,
KOTOpbIE MOXHO HaWTN B CETU.

O noprtane

CeTeBUYOK.pd - TBOW rMaBHbIN COBETYMK B CETU. 30€Cb Thl MOXELLb Y3HaTb 0 6€30MacHOCTM B CETU
MOHATHBIM W JOCTYMHBIM S3bIKOM, @ NPV BO3HUKHOBEHWUM KPUTUYECKOW CUTyaLMn 0OpaTTbCs 3a COBETOM.
A Takke NPUHATb y4acTe B KOHKYpCcax M cTaTb CaMbiM LMPPOBLIM rpaxgaHnHoMm!
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