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MWHUCTEPCTBO OEPA30BAHUA U HAYKUM POCCUACKOW ®EOEPALIUA

OEMNAPTAMEHT FrOCYOAPCTBEHHOW NOMUTUKA B COEPE
OBLLEIN0 O6PA3OBAHUA

nMUCbMoO
oT 14 mas 2018 r. N 08-1184

O HAMPABJIEHUA UH®OPMALIMK

[enapTtameHT rocygapCTBEHHOW nonuMTUkM B cdepe obwero obpasoBaHuss MuHobpHaykm Poccuu
HanpaBnsieT Ans cBefeHus paspaboTaHHble BpemeHHol komuccuen Coseta Pepepaumm no  pasBUTUID
WMH(OPMALMOHHOro 06LlecTBa METOOMYECKME pEKOMEeHAAUMM O PasMEeLLEHUN Ha WHMOPMAUMOHHBIX CTeHAaXx,
odhmuManbHbIX MHTEPHET-CaNTax M OPYrMx MHAPOPMAaLMOHHBIX pecypcax 00LleobpasoBaTenbHbIX OpraHM3auni m
OpraHoB, OCYLLECTBMALWMX ynpaBneHne B cdepe obpasoBaHus, uHdopmaumm o 6HesonacHOM MoBegeHun U
ncnonb3oBaHun cetn "MIHTepHeT".

Oupektop OJenaptameHTa
A.E.TIETPOB

MpunoxeHue

METOAWYECKWE PEKOMEHOALIUU
O PASMELLEHUA HA UH®OPMALUMOHHbIX CTEHOAX, O®PULIUMATIBbHbIX
MHTEPHET-CAUTAX U OIPYTUX MH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATEbHbIX OPFTAHU3ALIUA U OPIAHOB, OCYLLEECTBNAIOLUX
YNPABJIEHUE B C®EPE OBPA3OBAHUA, UH®OPMALIUKA O BE3OMNACHOM
NOBEAEHUN U UCNONMb30BAHUU CETU "MHTEPHET"

Okcneptamn 1 uvneHamn BpemenHon komuccum Coseta Pepepauuy nNo passuTUO UHADOPMALIMOHHOTO
obuecTBa B paMKkax BbIMOMHEHUS pEKOMEHAALUMIA NapnaMeHTCKUX cnylwaHui "AKTyarnbHble BONPOChl obecnevyeHns
6e30nacHOCTM 1 pa3BuUTUS AeTen B MHAPOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B Cosete ®egepauun 17
anpens 2017 r., 6binm paspaboTaHbl METOAMYECKME PEKOMEHAALMM O pa3MeLLEHUN Ha MHPOPMaLMOHHbBIX CTeHaaXx,
odhmumManbHbIX MHTEPHET-canTax U Opyrnux MHAPOPMaLMOHHLIX pecypcax 06LleobpasoBaTerbHbIX opraHusauni u
OpraHoB, OCYLLECTBMSALWMX yrnpasrneHve B cdepe o6pas3oBaHusi, MHdopMaumm o OesonacHOM MoBedeHUU
ucnonb3oBaHun cetn "NIHTepHeT" (ganee - MeTogMyeckme pekomeHaaumm).

MeTogmyeckme pekoMeHgauuM HampaBfeHbl Ha KayeCTBEHHOE MOBbIWEHME YPOBHA WMHAOPMAaLOHHON
AesaTenbHOCTM oOweobpa3oBaTtenbHblX OpraHM3auMii U OpraHoB, OCYLUECTBASIOWMX YnpaeneHve B cdepe
obpasoBaHusl, B 4YacTu WHPOPMUPOBAHMS Yy4yalUXCs, WX poAMTENEN (3aKOHHbIX MNpeacTaBuTenen) wu
negarormn4eckmx paboTHMKOB 06 OCHOBHbIX acnekTax MHOPMaLMOHHON 6GEe30MacHOCTM.

MeTogudeckne  pekoMeHZauum  No3BONAT  0OweobpasoBaTenbHbIM — OpraHM3auusiMm 1 opraHam,
OCYLLECTBIISAOLWUM yrpaBneHne B cgepe obpas3oBaHUsl, akTyanusmpoBaTb yXXe MCMOoNb3yeMble U pa3MeLleHHble
WMH(POPMALMOHHBIE MaTepuarnbl, Tak U NOATOTOBUTb MX B CMy4yae WX OTCYTCTBMS C YYETOM MyYLIMX MPaKTUK K
pekoMeHaauunn.

B pamkax MeToamnyeckux pekoMmeHaaumn paccMaTpuBaroTcsa criefyowme NHCTPYMEHTI:

1. NHbopMaLMOHHLIE CTEHAbI;

2. ouumnanbHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoi MHopMaLmm (LLKOMNbHbIE raseThbl, Negarorndeckne u3gaHns u apyrue).

WUHdopMaLmoHHble cTeHAbI
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Ha wuHdopMauMoHHbIX CcTeHOgax B 00weobpasoBaTenibHbIX OpraHu3aumsix, pPacrorfioXeHHbIX B doie
yypexaeHun n B kabuHeTax, OCHALLEHHbIX MEepPCOHAnbHbIMW YCTPOWCTBaAMWU AN Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTcs pa3MecTuTb MHEPOPMALMOHHbIE MaMATKM, COAEPXKAaLUME OCHOBHbIE COBETbI MO obecneyeHuto
WH(POPMaLMOHHOM 6e30MacHOCTM yYaLLMXCS.

B npunoxenun N 1 kK meToanyeckuMm pekomeHZaumsm npeacrtaeneH obpasel namsiTkM ons pasMeLleHust Ha
WHPOPMALIMOHHBLIX CTEHAAX.

CpepcTtBa MaccoBoW MHcopmMaLmumn

B cpepnctBax maccoBon WHOpMaumMn, OPUEHTUPOBAHHBIX Ha OBy4YaloLMXCHA, PEKOMEHOYETCA B TeyeHue
y4yebHOro roga perynsapHo nybnukoBaTb MHGOPMALMOHHbIE MaTepuansbl, NOCBSLUEHHbIE OTAEMbHbIM acnekTam
WHopMaLMOHHOM Ge30NacHOCTU, a Takke pasnuyHblie NaMaTku obLLero xapakrepa.

B cpeactBax maccoBoW UMHGOpPMauUMKM, OPUEHTUPOBAHHbLIX HA MeJarornvyeckyto  OBLLEeCTBEHHOCTb,
pekoMeHOyeTCs B TeyeHue KaneHgapHoro roda perynspHo nyGnvkoBaTb MWHGOPMAaLMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAEMbHLIM acnektam WHOPMaUMOHHON 6e30MacHOCTM Kak HEeCOBEpLUEHHOMETHUX, Tak W
obLieobpasoBaTterbHbIX OpraHvM3auMi, a Takke pasiuyHble namsaTkM, 0630pbl  HOPMAaTUBHO-MPABOBOIO
perynvpoBaHunsi 4aHHON cdepbl Y MHpOpMaLMo O akTyanbHbIX MEPONPUATUAX 1 COBbITUSIX B AaHHON cdepe.

B xopme npoeegeHuss EguHoro ypoka no 6esonacHoctu B ceTu "MIHTepHeT" pekomeHayeTcs obecneynTb
BbIMYCK TEMATU4YECKOro BbIMycKa cpeacTBa MaccoBOW MHdopMauun nubo cepun nybnvkauuii, cpegu KOTopbiX
paccMOTPETb OpraHW30BaHHbIE MepOoNpUATUA AN 00ydaloLMXCs, UX poavTenen (3akOHHbIX NPeacTaBuTENEn) U
negarorn4eckon obLecTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

O6weobpasoBaTenbHbIM  OpraHU3aUMsM PeKOMEeHOYeTC Ha CBOMX oduumanbHbiX MHTepHeT-pecypcax
obecneuntb YHKLUMOHMPOBAHME CaMOCTOSITENIBHOIO M CheuvanuavMpoBaHHOro pasgena "MHdopmaunoHHas
GesonacHoOCTL", B paMKax KOTOpOro NpeaycMoTpeTh pa3MeLleHne crieaytoLein nHdopmauum:

N
Pasgen/nogpasgen
dopmaT npeacTaBneHnss matepuanos
CopgeprxaHve matepunanos
1.
JlokanbHble HOpMaTUBHbIE akTbl B cdhepe obecneveHnst MHpopMaLMOHHOM Be3onacHoOCTM obyyatoLmxcs
Konun pokymeHTtoB B bopmate *PDF
Pa3ameLLatoTcst KOMMM JOKYMEHTOB, T.€. CKAHMPOBAHHbLIN BapuaHT AOKYMEHTa, COOTBETCTBYHOLNIA TpeboBaHMAM K
napameTpam ckaHupoBaHus. PaaMellaoTca AOKYMEHThI, pernameHTMpyoLLmMe opraHm3aumio n paboTy ¢
nepcoHanbHbIMMU AaHHBIMU, NNaHbI MEPONPUATUIA NO 0becneyeHno MHPOPMAaLIMOHHON 6e3onacHOCTH
oby4atomxca u gpyruve.
2.
HopmaTuBHOe perynmpoBaHue
Konun pokymeHTtoB B bopmate *PDF
My6nukytoTcs akTyanbHble cBegeHNst 0 dhedeparnbHbIX U PErMOHanbHbIX 3aKOHaX, MMCbMax OpraHoB BNacTu 1
Apyrme HopMaTUBHO-NPaBOBbIE OKYMEHTbI, pernaMmeHTupyoLme obecnedeHne nHgopmaumoHHon 6esonacHocTu
HecoBepLUeHHOoNeTHUX. [lJonyckaeTca BMECTO KONt pasMeLlaTb MMNepCChbifiki Ha COOTBETCTBYOLLME AOKYMEHThI Ha
canTax opraHoB rocyjapCTBEHHOM BnacTu.
3.
Meparornyecknm paboTHMKaM
TeKkcT Ha cTpaHuue canTa
Konuu gokymeHToB B popmate *PDF
Pa3ameLatoTcss MeToguyeckne pekoMeHaaumm 1 ykasbiBaeTcs MHGPopMaLms O MeEpPONpUATUAX, MPOEKTax u
nporpamMmax, HanpasJfieHHbIX Ha NOBbILLEHE HAOPMALIMOHHON rPaMOTHOCTM Nejarormyeckmx paboTHNKOB.
4.
O6yyvarowmmcs
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TekcT Ha cTpaHuue canTa

Pasmelaetca nHdopmauuoHHas namaTka (npunoxeHune N 2) n ykasblBaeTcs UHpopMaLmst 0 MEPONPUATUSX,
npoeKTax 1 nporpaMmmax, HanpasfieHHbIX Ha NOBbILLEHWE NHPOPMALIMOHHON rPaMOTHOCTM 0By4atoLLMXCS.

5.

Pooutensam (3akoHHbIM NpeAcTaBuTENsM) 00ydatoLLmnxcs

TeKkCT Ha cTpaHuue canTa

Pasmelyaetcs nHopmaunoHHast namsaTka (npunoxenune N 3).

6.

HeTckue 6e3onacHble canThbl

TekcT Ha cTpaHuLe canTa

PasmeLaetca nHgpopmaumusa o pekoMeHgyeMbIX K UCMOMb30BaHMo B y4ebHOM npoliecce 6e3onacHbIx canTax,
©6aHHepbl 6e3onacHbIX AETCKUX CanlToB.

OpraHam, OCyLLEeCTBMSAIOWMM ynpaBrneHve B cdepe obpasoBaHus, peKOMEHAYETCSA Ha CBOUX OduLMarbHbIX
MHTepHeT-pecypcax obecneunTb (QYHKLUMOHUMPOBAHME CaMOCTOSITENBHOTO W CNeuLManu3npoBaHHOMO pasgena
"MHdpopmaumnoHHasa 6e3onacHoCcTb", B paMkax KOTOPOro NpeaycMoTpeTb pa3meLLeHne cnegytoLlen nHpopmaumm:

Mpunoxexue N 1

MAMATKA )
NSl OBYYAIOLLUMXCS O5 MH®OPMALIMOHHOW BE30MACHOCTY AETEW

HENb3A

1. Bcem noapsg coobwiate CBOK 4acTHYH WHdopmauuio (Hactodwme mmsi, hammnuio, TenedoH, agpec,
HOMep LLKOIbI, a Takke oTorpacdmm cBon, CBOEN CEMbM U ApY3en);

2. OTKpbIBaTb BrIOXEHHbIE (havifbl 3NIEKTPOHHOWN NOYThI, KOrda He 3Haelb OTrpaBuTens;
3. pybuTtb, NnpuanpaTbCs, OKa3blBaTb AaBMeHne - BeCTN cebs HEBEXINBO U arpeCCUBHO;
4. He pacnopsikancs geHbramy TBoen cembm 6e3 paspelLeHns cTapLumx - Bcerga cnpalumsan poguTenen;

5. He BCTpe‘-IaI;ICFl Cc VlHTepHeT-3HaKOMbIMI/I B peaanon XU3HN - HOCOBeTyVICﬂ CO B3pPOCIibIM, KOTOPOMY
noBepsAellb.

OCTOPOXHO

1. He Bce nuLyT npasay. YuTaelb o cebe Henpasay B MHTepHeTe - coobwu 06 3TOM CBOUM poauTenam nnm
OoneKkyHawm;

2. MNpurnawatoT nepenncsiBaTbCs, Urpatb, 0OMeHNBaTLCS - NPOBEPb, HET NN NOABOXA;
3. HesakoHHOe konnposaHue cannos B IHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbliBan B3pOCibiM 0 Npobriemax B CETU - OHM BCerga nomoryT;

5. |/|CI'IOJ'Ib3yl7] HaCTDOIZKI/I ©e3onacHoCTK ” NPUBaATHOCTMH, 4yTOObI HE NOoTEPATL CBOU aKKayHTbl B COLCETAX U
Opyrnx noptanax.

MOX>HO
1. YBaxan gpyrux nono3oBarenem;

2. MNonb3yelbcst IHTEPHET-MCTOUYHMKOM - Aenan CCbISIKY Ha HEero;
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3. OTKprBaI7I TOJIbKO T€ CCbIJTK/, B KOTOPbIX YBEPEH;
4. ObwaTbCcs 32 NOMOLLIbIO B3pPOC/IbIM - poauTesrnn, onekyHbl  agMMHUCTpauUnA canToB Bcerga NOMOTYT,

5. MNMpongn obydeHune Ha cante "CeTeBNYOK" 1 MOMy4M NacnopT LUMPOBOro rpaxxgaHunHa!

Mpunoxexne N 2

NH®OPMALIMOHHAA NMAMATKA
AnA ObYYAKOLINXCA And PASMELLEHUA
HA O®ULNATIbHbBIX UHTEPHET-PECYPCAX

C xkaxgblM rogom MOoAEeXW B MHTEPHETE CTaHOBUTBLCS Gornblue, a LUKONbHUKM OAHU M3 CaMblX aKTUBHbIX
nonb3oBsatenen PyHeTa. Mexay Tem, MOMMMO OFPOMHOrO KOMMYEeCTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta namsaTka JOSMKHA NOMoYb Tebe 6e30nacHO HaxoanTbLCS B CETU.

KomnbloTepHble BUPYCbI

KoMnbloTepHbIA BUPYC - 3TO PasHOBWUAHOCTb KOMMbIOTEPHbLIX MPOrpamMm, OTINYUTENBHON OCOBGEHHOCTbLIO
KOTOpOW SBNSETCsl CnoCOOHOCTb K pPa3MHOXEHWO. B gononHeHue k 3TOMy, BMPYCbl MOTYT MOBPEeauUTb WK
MONMHOCTBIO YHUUTOXWUTb BCe halnbl U OaHHble, MOOKOHTPOSbHbIE MOMb30BaTENO, OT MMEHW KOTOporo Obina
3anylleHa 3apaxeHHas NporpaMMa, a Takke NnoBpeanTb UMN AaxXe YHUUYTOXUTb OnepaunoHHY0 CUCTEMY CO BCEMU
arnamu B LenoM. B 6onblUMHCTBE criy4aeB pacnpoCTpaHsaTCA BUPYChl Yepes3 NHTEPHET.

MeToap! 3awnThbl OT BPEOOHOCHDbIX NMporpamMmm:

1. Wcnonb3yin COBpeMeHHble OnepaunMoHHbIE CUCTEMbI, MMEKLME CepbesHbll YpOBEHb 3alluTbl OT
BPEOOHOCHLIX MPOrpamm;

2. MocTosAHHO ycTaHaBnuBai nadvT (UMGPOBbLIE 3annaTky, KOTOpble aBTOMaTMYECKW YCTaHaBMMBAaKTCA C
uenblo JopaboTkM nporpammbl) U Apyrne oBHOBNEHUS CBOEN onepaumoHHON cuctembl. CkaumBaik UX TOMbKO C
oduuymnanbHoro canta paspabotumka OC. Ecnu cywecTByeT pexxum aBToMaTtuy4eckoro 06HOBNEHUS, BKITHOUN €r0;

3. PaboTtai Ha cBoeMm KOMMNbOTEPE Nnog npaBaMu nonb3oBartend, a He agMUHUCTpaTopa. OT0 He no3BonuT
6OJ'IbLIJMHCTBy BPeAOHOCHbIX NporpaMm UHCTanmMpoBaTbCA Ha TBOEM NepCcoHaJIbHOM KOMMbIOTEpPE,

4. Vcnonb3yi aHTUBUPYCHblE MpOrpaMMHbIE NPOAYKTbl U3BECTHbIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBneHnem 6a3s;

5. OrpaHunyb hrsnyeckuii OCTyN K KOMMLITEPY A5 MOCTOPOHHUX NUL;

6. Vicnonb3yi BHelHMe HocuTenu nHpopmaumm, Takme Kak gneLluka, ANCK unu gamn u3 NHTepHeTa, TOnbKO
13 MPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBa KOMMblOTEPHbIE (halnbl, NOMyYeHHblE M3 HEHaOEeXHbIX MCTOYHMKOB. [axe Te dhannbl,
KOTOpble Npucnan TBON 3HAKOMbIN. Jlydlie yTOUYHM Y Hero, oTnpasnsan nm oH Tebe mx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayv OaHHbIX, HE TEXHOMNOrusi, a Bcero Nuwb GpeHa, mapka. Ewe B 1991 rogy
HuaepnaHackas KomnaHusa 3apeructpuposana 6bpeHg "WECA", 4yto ob6osHadvano cnosocoyeTaHue "Wireless
Fidelity", koTopbIt nepeBoauTCs Kak "GecnpoBogHasi TOMHOCTL".

[o Hawero BpemeHu powna Apyras abbpeBuaTtypa, KoTopas SBNSETCS TaKOM >Xe TexHonormen. 370
abbpeswnartypa "Wi-Fi". Takoe Ha3BaHMe ObINIO AaHO C HAMEKOM Ha CTaHAApPT BbICLUEN 3BYKOBOW TexHukun Hi-Fi, yto
B NepeBoAe 03HayaeT "BblCOKasd TOYHOCTL".
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Oa, OecnnaTHbIn WHTEPHEeT-40CTYyNn B Kacbe, oTenax n asponoprtax ABIAEeTCA OTNMYHON BO3MOXHOCTbLHO
BbIX04da B MHTEPHET. Ho mHorue 9KCNepTbl CHUTAIOT, YTO o6u.|,e,u,00Tyng|e Wi-Fi ceTu He aBnsitoTcs 6e3onacHbIMU.

CoBeTbl No 6e3zonacHocTK paboTbl B 06LLefoCcTynHbIX ceTax Wi-fi:

1. He nepepasavi cBol nu4Hyto uHpopmaumo depes obwenoctynHole Wi-Fi cetn. Pabotas B Hux,
XenatenoHoO He BBOAWTbL Maponuv AOCTyna, NOrMHbl U Kakne-To Homepa;

2. Nicnonb3yi 1 06HOBNSI aHTUBUPYCHbIE NporpaMmMbl U GpaHaMayep. Tem cambiM Tbl 0Ge3onacuilb cebs ot
3aKayky BMpyca Ha TBOE YCTPOWCTBO;

3. Mpu ucnonbzosaHumn Wi-Fi oTkntoun pyHkumio "O6wmin goctyn Kk hannam u npuHtepam”. flaHHasa pyHKums
3aKpbiTa MO YMOMYaHUIO, OAHAKO HEeKOTOpble MOoNb3oBaTENM akTUBUPYIOT ee And yaobcTeBa MCnonb3oBaHusS B
paboTe nnu yyebe;

4. He ncnonb3yn nyonuyHbin WI-FI ans nepegaym NyUYHbIX AaHHBIX, HANnpumep AN Bbixoga B coumarnbHble
CETU UINKN B 3NTEKTPOHHYHO MOYTY;

5. Vicnonb3yii Tonbko 3awmiieHHoe coeguHeHue Yepe3 HTTPS, a He HTTP, T.e. npu Habope BeG-agpeca
BBOAW MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumio "TogkntoveHne k Wi-Fi aBTtomaTtnuyeckn”. He ponyckan
aBTOMAaTU4YEeCKOro NoAdknoyeHns yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble ceTn

CoumanbHble CeTM aKTMBHO BXOAAT B HaLly XW3Hb, MHOTME N0y paboTaloT U XKMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apernctpuvpoBaH mMunnuapg YenoBek, UYTO ABMSETCA OAHOW CeabMOW BCEX XUTerewn nnaHeTbl.
MHorve nonb3oBaTenu He NMOHUMAIOT, 4YTO I/IHCbOpMaLI,VIﬂ, pasMelleHHaa MU B counanbHbIX CEeTAX, MOXET ObITb
HangeHa 1 NCnonb3oBaHa KEM YrogHO, B TOM YMcre He 006a3aTenbHo ¢ bnarmmm HamepeHnsiMun.

OcHoBHbIe COBETHI MO 6e30MacHOCTM B coLManbHbIX CETSIX:
1. OrpaHuyb cnucok gpysen. Y 1ebs B Apy3bsax HE OOMKHO ObiTb CIyYanHbIX U HE3HAKOMbIX NOAEN;

2. 3awuuianm CBOK YacCTHYHO XM3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, gaTy TBOEro poXAeHus u
OPYryro NUYHY MHOopMaLmio. 3noyMbILLNIEHHUKU MOTYT UCMOMb30BaTh Aaxe MHAOPMAaLMIO O TOM, Kak Tbl U TBOU
poauTenu nnaHvpyeTe NpoBECTU KaHUKYIbI;

3. 3awmwian cBoo penyTauuio - epXU ee B YNCTOTE U 3afdaBan cebe Bonpoc: xoTen Obl Thl, YTOOLI Apyrne
nonb3oBaTeny BUAENU, YTO Tbl 3arpyxaelwbs? [ogyman, npexae 4em 4To-To onybrnmkoBaTb, HanMcaTb U 3arpy3nThb;

4. Ecnn Tbl roBopuilb C NoabMKn, KOTOPbIX HE 3HAELlb, HE I/ICﬂOJ'Ib3yI7I CBO€ pealibHOe UMA U OPYryk JINYHYHO
I/IHd)OpMaLI,I/IVIZ NMA, MECTO XUTENBbCTBA, MECTO yqe6b| n npo4yee,;

5. VN3beran pasmelnenns dotorpaduin B IHTepHeTe, rae Tbl n3obpakeH Ha MECTHOCTM, MO KOTOPOW MOXHO
onpegenvTb TBOE MECTOMONOXEHME;

6. |'|p|/| perncrtpaunn B coumanbHon ceTM HeobXoaMMO UCMONb30BaTh CINOXHbIE naponu, cocrtodLimne mn3 6yKB
n LI,I/I(*)p N C KONMMYECTBOM 3HAKOB He MeHee 8;

7. [Ina coumanbHOWM CETU, NOYThl U APYrMX CakuTOB HEODXOOUMO UCMONb30BaTb pasHble naponu. Torga ecnu
TeDs B3IOMAtOT, TO 3MI0YMbILLNIEHHNKM NOSyYaT 4OCTYN TOMbKO K OOHOMY MECTY, a He BO BCE Cpasy.

aﬂeKTpoHHble AeHbrn

OneKTPOHHbIE AEHbMN - 3TO OYeHb YAOGHLIN cnocob nmraTexen, O4HAKo CYLUEeCTBYIOT MOLUEHHMKM, KOTopble
XOTAT MOMYYUTb 3TN AEHbLI.
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aﬂeKTpOHHble OeHbIm NnoABUIMMCb COBCEM HeOaBHO U MMEHHO M3-3a 3TON0 BO MHOIMMX rocygapcrtBax o CUX
nop He nNponncaHo nNpo HMX B 3aKOHaxX.

B Poccum ke oHM pyHKLMOHMPYIOT M O HUX YXKE NPONUCaHO B 3aKOHE, IAe MX pa3aensioT Ha HECKOMbKO BUAOB
- @HOHUMHbIE U HEe aHOHMMHble. Pa3HMLa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcsi NpPoBoAUTb
onepaumm 663 VI,EI.eHTI/I(*)I/IKaLI.I/II/I nonb3doBaTtend, a B HEeaHOHUMMHbIX VI,EI.eHTI/I(*)I/IKaLI.I/IH nonb3oBaTend dBndeTCcd
obs3aTenbHON.

Takxke cnenyeTt pasnuyaTtb  3NIEKTPOHHble Cbl/laTHbIe OEHbIn (paBHbI rocyaapCTBEHHbIM BaJ'IIOTaM) n
ONEKTPOHHbIE He(bVIaTHble OEeHbIn (He paBHbI rOCy4apCTBEHHbIM BaJ'HOTaM).

OcHoBHble coBeTbl M0 6esonacHon paboTe ¢ ANeKTPOHHbIMU AeHbramu:

1. MpuBskmM K cHeTY MOOUNBHBIN TenedoH. ATO caMbliii YAOOHbIN 1M BbICTPbLIN CNOCcO6 BOCCTAHOBUTL OOCTYM K
cyety. lMpuBsisaHHbI TenedOH MOMOXET, ecnu 3abyaellb CBOW MMaTeXHbI Naponb WM 3aifellb Ha CalT ¢
HE3HaKOMOro YCTPONCTBA;

2. WNcnonb3y ogHopasoBble naponu. locne nepexoga Ha YCUMEHHYK aBTopu3auuio Tebe yxe He Oymer
YrpoXaTb OMAaCHOCTb KPaXku v nepexasaTa NnaTeXXHOro napons;

3. Bbibepu crioxHbln naponb. pecTynHukam OyaeT He MpoCTO yrafdaTb CIOXHbIM Naponb. HagexHble
naponu - 3To Naponu, KOTopble codepxaT He MeHee 8 3HAKOB U BKMOYalOT B cebsi CTPOYHbIE M MPONMCHbIE BYKBHI,
undpbl M HECKONBbKO CUMBOJIOB, Takue Kak 3HaK gonnapa, dyHTa, BOCKNuUUAaTenbHbIM 3HaK M T.n. Hanpuwmep,
$tRONg!;

4. He BBOAW CBOV NNYHbIE AaHHbIE HA CalTax, KOTOPbIM HE JOBeEpSsELUb.
3ﬂeKTp0HHa$| noyTta

OnekTpoHHas noyta - 3TO TEXHONOMMs U MNPefoCTaBNAEMble €l YCIyrn Mno Mepechbisike U MNoydeHuto
3NEKTPOHHBIX COOBLLUEHWI, KOTOpbIE pacnpenensitoTcs B KOMMbOTEPHOM ceTU. OBbIYHO 3NEKTPOHHbLIA MOYTOBbIV
AWK BbIMMAAUT crneaylowmMm obpasoMm: UMs_nonb3oBaTens@uMsi_AoMeHa. Takke Kpome nepefaqn npocToro
TEKCTa, UMeeTCsl BO3MOXHOCTb NepeaasaTb pansbl.

OcHoBHble coBeTbl N0 Be3onacHoi paboTe C 3IeKTPOHHOW MOYTOM:

1. Hapgo BbIbpaTb nNpaBunbHbIA NOYTOBLIN cepBUC. B MHTepHeTe ecTb OrpomHbin Bblibop GecnnaTtHbix
NOYTOBBIX CEPBUCOB, OAHAKO fydlle JOBEPSATb TEM, KOro 3Haellb U KTO NePBbIN B PENTUHTE;

2. He ykasbiBal B JIMYHOW MOYTE JIUYHYKO  WHopmauuo. Hanpumep, nydwe BbiGpaTth
"My3blKanbHbIN_aHat@" nnm "pok2013" BmecTo "Temal3";

3. Vicnonb3yi AByxaTanHy aBTopu3aumio. 3TO Korga NnoMUMO Naponst HYXKHO BBOAWUTb KO, NMpUCbINaemblii
no SMS;

4. Bbibepy crnoxHbIn napornb. Ona KaXaoro noYToBoro siliMka AOIPKeH ObiTb CBOW HafEXHbIN, YCTONYMBBIN K
B3710MY Naporb;

5. Ecnn eCcTb BO3MOXHOCTb HanmMcaTb CaMOMY CBOW FIMYHbIN BOMPOC, UCMOMb3Yy 3Ty BO3MOXHOCTb;

6. Vicnonbayii HeCKoMNbKO MOYTOBbLIX SLWIMKOB. epBblii ANS YacTHOW Nepenucku ¢ agpecatamu, KOTOpbIM Tbl
AoBepsielllb. ATO 3NEeKTPOHHbIV aApec He Haao UCMoSb30BaTh NPV PerncTpaumm Ha oopymax 1 canTax;

7. He oTkpbiBan thannbl n gpyrme BrOXEHWUS B NUCbMaX, AaXe eCriu OHM MpULLAM OT TBOUX Apy3en. Jlydwe
YTOYHW Y HUX, OTNPAaBASNN N1 OHW Tebe aTu dannsl;

8. MNMocne okoH4YaHWa paboTbl HA NOYTOBOM CEPBUCE NEPEL 3aKpbITUEM BKINaZKU C CaWTOM He 3alyab HaxaTb
Ha "Bbintun".

KnbepOynnuHr unm BupTyanbHoe usgeBaTenbCTBO
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Kl/l6ep6yJ'IJ'IVIHF - npecnegoBaHune coo6LLEeHNAMMN, cogepxawnmm OCKOp6J'IeHMF|, arpeccuio, 3anyrmbaHue;
XynuraHCTBO; coumnaribHoe 6OVIKOTMDOBaHMe C NOMOLbIO pa3fn4vHbIX NHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepOyNIMHIoM:

1. He 6pocarics B 6oi. Jlyywmii cnocob: nocoBeToBaTbCs kak ceds BECTU U, ECNIN HET TOrO, K KOMY MOXHO
o6patuTbes, TO BHadane ycnokoutbcs. Ecnu Tbl HayHelWwb oTBeYaTb OCKOPONEHUSMU Ha OCKOPOMEHUs!, TO TOMbKO
ele bornblue pasoxoKellb KOHAIUKT;

2. Ynpaensu cBoen knbeppenyTaumnen;
3. AHOHUMHOCTL B CeTU MHUMas. CyLLecTBYOT Cnocobbl BbIICHUTb, KTO CTOUT 32 @aHOHUMHBLIM aKKayHTOM;

4. He cTouT BECTU XynuraHckuin obpas BUPTYanbHOW XU3HWU. VIHTepHeT duKcuMpyeT Bce TBOM AEWCTBUS U
COXpaHseT nx. Yoanutb ux byaeT kpanHe 3aTpygHUTENbHO;

5. Cobniogant cBol BUPTYanbHYH YeCTb CMOnoay;

6. WrHopupyin eguHuyHbIA HeraTue. OpHOpPa3oBble OCKOPGUTENbHbIE COOOLLEHWS TNydlle WrHOPMpPOBaTb.
O6bIYHO arpeccust NpekpaLlaeTcs Ha HayarnbHOWM cTaguu;

7. baH arpeccopa. B nporpammax obGMeHa MrHOBEHHbIMU COOOLLEHUSIMU, B COLMAnbHbIX CETAX €CTb
BO3MOXXHOCTb BTOKMPOBKM OTMNPaBKM COOBLLEHMI C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaetenb knbepbynnuHra. TBou AeiCTBUS: BbICTYNWUTL NPOTUB NpecrieqoBaTterns, NokasaTb emy,
YTO ero OerCcTBUS OLIEHWMBAIOTCS HEraTMBHO, NMOAAEpPXKaTb JKEPTBY, KOTOPOW HyXHa McuXomnormyeckasi NoMoLlp,
COOOLUMTb B3POCHbIM O (haKTe arpeCcCUBHOIO NMOBeAEHUs B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI M NNaHWeTbl cogepXaTt B cebe BMOMHe B3pOCbIA PyHKLUMOHAT, U Tenepb OHU
MOTIYT KOHKYpPMpOBaTb CO CTaLMOHapHbIMKU KomnbloTepamu. OgHako, cpeacTB 3awmThl Ans NoAoOHbIX YCTPOWUCTB
noka o4eHb Mano. TeCTUpoBaHWe U NMOUCK YA3BMMOCTEN B HUX NPOUCXOONT HE Tak UHTEHCMBHO, Kak ans MK, To xe
camoe KacaeTcs U MOBUMNbHbBIX MPUNOXKEHWUIA.

COBpeMeHHbIe MOOUIbHbIE 6paysepb| yXe npakTth4eckn AorHanum HacTolfibHble aHanorm, oaHaKo
paclmpeHune (byHKLI,MOHaJ'Ia BrneYeT 3a cobon 60ﬂbLIJy+O CITOXHOCTb U MEHbLUYI0 3allULLEeHHOCTb.

[aneko He BCe NpPOW3BOAUTENU BbINycKalOT OBHOBMEHUS, 3aKpblBalOLLME KpUTUYECKUe YA3BMMOCTU Ans
CBOWUX YCTPOWCTB.

OcHoBHble coBeTbl AN 6e30nacHOCTN MOBUNBHOTO Teﬂed)OHaZ

Huuyero He sBnseTca no-HactosweMmy 6ecnnatHbiM. Byab ocTopoeH, Bedb koroa Tebe npegnaraioT
BecnnaTHbI KOHTEHT, B HEM MOTYT GblTb CKPbITbI KaKMe-To NnaTHbIe YChyru;

Oyman, npexage yem otnpaBuTb SMS, ¢oTo mnm Bnaeo. Tbl TOYHO 3Haelb, rae OHW OyaoyT B KOHEYHOM
utore?

HeobxoarMo 06HOBMSITH ONEPALIMOHHYIO CUCTEMY TBOErO CMapTdoHa;
Wcnonb3yii aHTUBMPYCHbIE NporpaMMbl Ans MOGUMbHBIX TeNedOoHOB;

He 3arpy>|<a17| NPUNOXeHnAa OT HEen3BeCTHONo WUCTOYHUKa, Bedb OHWM MOIyT CcodepXaTb BpeOOoHOCHOe
nporpaMmmMmHoe obecrneyeHue;

Mocne Toro Kak Tbl BbiMAELWb C cavTa, rae BBOAMIT NIMYHYK MHOpMaLMio, 3anan B HacTponkn bpaysepa u
yoanu cookies;
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Mepuoanyeckn NpoBepsn, Kakme nNnaTHble YCryrn akTMBMPOBaHbl HA TBOEM HOMEDE;

[aBan cBovi Homep MOBUNbHOro TenedgoHa TOMbKO MASAM, KOTOPbIX Thbl 3HAELUb 1 KOMY AOBEpPSeLLb;

Bluetooth gomxeH 6bITb BbIKNOYEH, KOrda Tl UM He nonb3yellbes. He 3abbiBant MHOrga npoBepsiTb 3TO.
Online urpbl

CoBpeMeHHble OHNaMH-Urpbl - 3TO KpacoYHble, 3axBaThiBaloLLMe pa3BieyeHusl, 0ObeauHSIIOLLINE COTHU ThiCsY
YyernoBek No Bcemy mupy. rpokn mccnegytoT faHHbIR MM MUp, obLialoTcs Apyr C APYroM, BbIMOMHSOT 3afaHus,
cpaxatTcsi C MOHCTpaMu M nofy4atoT onbiT. 3a yOOBOMbLCTBME OHM NNATAT: MOKynakT AWUCK, onnayvsatoT
aboHeMeHT unu npnobpeTaroT Kakne-To onumm.

Bce atm cpeactBa vaoyT Ha noddepKaHuMe M pasBuTME UMpbl, a Takke Ha camy 06e30mnacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aLMW, BbIMYCKaOTCS HOBble MaTyv (LMGPOBbIE 3aniaTkv Ofisi nporpamm),
3aKpbIBAOTCSH YSI3BMMOCTU CEPBEPOB.

B noaobHbix nrpax CTouT onacaTtbCA HEe CTOJIbKO CBOWUX COMEPHUKOB, CKOJIbKO KpaXXun TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMma aBTopu3auunm GonblUMHCTBA nrp.

OcHoBHble coBeTbl N0 6Ge30MacHOCTM TBOETO UrPOBOro akkayHTa:

1. Ecnn gpyron urpok BegeT cebsa nnoxo unu cospaeTr Tebe HenpusTHOCTW, 3abriokMpym ero B Cruvcke
UrpOKOB;

2. HO)KaJ'ny/'ICFI aaMUHUCTpaTopam Urpbl Ha NJj1oxXoe nosegeHmne 3Toro Urpoka, XenateribHO NpPpuiioXnTb Kakmne-
TO AOKa3aTesibCTBa B BUOEe CKPUHOB;

3. He ykasbiBan nnyHyo nHopmaumio B npodainne urpsl;
4. YBaxan opyrmx y4acTHUKOB NO Urpe;

5. He ycTaHaBnueai HeoduumanbHble NaTtyim n Moael;

6. Vicnonb3yn cnoxHele 1 pasHbie naponu;

7. Oaxe BO BpeMdA Urpbl HE CTOUT OTKMNOYATb aHTMBMpYC. [loka Thl urpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

DULIMHF UMK KpaXka NUYHbIX AaHHbIX

OOGbI4YHOM KpaXkel OeHer N OOKYMEHTOB CErogHsi YK€ HWKOro He YAMBULIbL, HO C pasBUTUEM WHTEPHET-
TEXHOSTOTUI 3M0YMbILLNIEHHUKN NEPEMECTUINNCE B UHTEPHET, M NPOAOIMKAOT 3aHMMaTbCA "NMobMbIM” Aenom.

Tak nosiBUNacb HOBad yrposa: UHTEPHET-MOLLEHHUYECTBa UNU OULLKHE, rMaBHas Lernb KOTOPOro COCTOUT B
nony4yeHum KoHUAeHUnanbHbIX JaHHbIX NonNb3oBaTenen - NorMHoB M naporen. Ha aHrnunckom asbike phishing
ynTaeTcsa Kak puwmHr (ot fishing - peibHast noensi, password - Naporb).

OcHoBHble coBeTbl M0 6opbbe ¢ PULLIMHIOM:

1. Cnean 3a cBouM adKKayHTOM. Ecnn Thl noaos3peBaellb, YTO TBOA aHKeTa Oblna B3rloMaHa, To HeobxoamMmo
3a6J'IOKI/IpOBaTb ee 1 coobwuTb agMUHUCTpaTopam pecypca 006 3TOM Kak MOXHO CKopee,;

2. Nicnonb3yii 6e3onacHble BeO-CalTbl, B TOM YMCNE, UHTEPHET-Mara3vHOB U MOMCKOBbLIX CUCTEM;

3. V|CI'IOJ'Ib3yI7I CIOXHble M pa3Hble Maposn. Taknm o6pa30M, ecnn Tebs B3nomatroT, To 3MOYMbILUNIEHHUKN
nony4ar goCTtyn TOJIbKO K O4HOMY TBOEMY FIpO(bI/IJ'I}O B CE€TU, a He KO BCeM;
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4. Ecnn Tebs B3nomanu, To HeobXxoaMMOo NpeaynpeauTb BCEX CBOMX 3HAKOMBbIX, KOTopble JobaBneHbl y Tebs
B ApY3bsX, O TOM, YTO TeOS B3rnoManu WU, BO3MOXHO, OT TBOEro MMeHn OyfeT paccbinaTbCsl CMaM M CCbISIKM Ha
UMLLMHIOBbIE CalThI;

5. YcraHoBu HagexHbi naporb (PIN) Ha MOOWNbHbIN TenedoH;
6. OTknio4M coxpaHeHue naponsi B 6paysepe;

7. He oTKkpbiBan hannbl U Apyrne BROXEHUS B MUCbMaX, AaxKe eCriv OHW NPULLIAN OT TBOoMX Apy3en. Jlyywe
YTOYHU Y HWUX, OTAPAaBAANN N OHU Tebe 31K dannbl.

LncdpoBas penyrtauusn

Lindpoas penytaums - 3To HeraTuBHas Unu No3nTMBHas MHopmauus B cetn o Tebe. KomnpomeTupytoLlas
WHopMauWs, pasMmeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3om OTPa3nTbCA Ha TBOEW pearibHOM >KU3HMW.
"Lncbpoeas penytaumnsa” - 3To TBON UMUOK, KOTOPLIA hopMmpyeTcsa ns nHgopmauum o Tede B UHTEPHETE.

TBOE MECTO XMTenbCcTBa, y4ebbl, TBOE (PMHAHCOBOE MONOXEHWE, OCOBEHHOCTU XapakTepa U pacckasbl O
BNM3KNX - BCE 3TO HaKannueaeTcs B CETU.

MHorme nogpoCTKM IErKOMbBICIIEHHO OTHOCATCA K MNybnukaummM nuMyHOW MHdopmauum B WHTepHeTe, He
NOHUMas BO3MOXHbIX NOCNeaCcTBMI. Thl AaXe He CMOXellb JoragaTtbCs O TOM, YTo poTorpadus, pasmeLleHHas 5
neT Ha3af, cTana NpUYNHOM OTKasa NpuHATL Tebst Ha paboTy.

KommeHTapun, pasmelleHne TBoux cotorpacduin n gpyrme AencTBUS MOTYT HE UCYE3HYTb Aaxe nocrne Toro,
KaK Tbl UX yaoanuib. Tbl HE 3Haellb, KTO COXpaHWm 3Ty MHOpMauuto, nonana fM oHa B MOMCKOBbIE CUCTEMbI U
coxpaHunacb N oHa, a rnaBHoe: YTo nogyMatoT o Tebe okpyKatoLme foan, KoTopble HAKAYT U YBUAAT 3T0. Hanti
WH(OPMaLIMIO MHOTO NET CNyCTsi CMOXET toboi - kak M3 40OpbIX NOBYKAEHWUIA, TaKk U C HAMEPEHUEM MPUYUHUTD
BpeA. ATO MOXET ObITb KTO YroAaHO.

OcHoBHbIe COBETHI MO 3aWwmTe LMgpoBon penyTauum:
1. Mogyman, npexae Yem 4YTo-TO NyBrNMKoBaTh N NepeaaBaTh y cebs B 6rore nnv B CoOLManbHON CeTu;

2. B HacTponkax npocunsi yCTaHOBW OrpaHMYeHuUst Ha NPOCMOTP TBOEro npodwns U ero CoAep>KUMoro,
caenawn ero Tonbko "aAns gpysen";

3. He pasmeLluait u He ykasbiBar MHGOpMaLMIO, KOTOpasi MOXET KOro-nnbo ockopbnaTe unm obuxarb.
ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE NOJb30BaTENN LI,M(*)pOBOFO npocCTpaHCcTBa. OpHako paneko He Bce
3HaloT, 4YTO NoJfib3oBaHMe MHOIlMMMN BO3MOXHOCTAMU LI,VI(*)pOBOFO Mupa Tpe6yeT cobntoaeHus npae Ha
VMHTENNEeKTyalribHyH COBCTBEHHOCTb.

TepMuH "MHTENnNekTyanbHass COOGCTBEHHOCTL" OTHOCUTCS K PasfMyHbIM TBOPEHMSM YErilOBEYECKOro yma,
HauMHas C HOBbIX U300OpeTeHn U 3HaKkoB, 0603HaYaLWMX COBCTBEHHOCTb Ha MPOAYKTbLI U YCIyrn, U 3akaH4nBas
KHUramu, cotorpacdnsiMm, KMHounbMamm 1 My3blKanbHbIMU NPOU3BELEHUSIMUN.

ABTOpCKME NMpaBa - 3TO NpaBa Ha WHTENMNeKTyanbHyl0 COGCTBEHHOCTb Ha NPOU3BEAeHUs] Hayku, nuTepaTypbl
M nckycctea. ABTOPCKME MpaBa BLICTYNAOT B Ka4eCTBE rapaHTUK TOro, YTO MHTENNEKTYarbHbI/TBOPYECKUA Tpya,
aBTOpa He GydeT HampacHbIM, AAacT eMy cripaBedsiMBble BO3MOXHOCTM 3apaboTaTb Ha pesyribTaTax CBOEro Tpyaa,
MoSly4nTb W3BECTHOCTb U Mpu3HaHve. HukTo 6e3 paspelleHWsi aBTopa He MOXET BOCMPOWM3BOAUTL €ro
Npov3BeAeHNE, PacrnpoCTpaHsATb, NyBGnMYHO AEeMOHCTPUPOBATh, MPOAABaTb, MMMOPTUPOBATL, MyckaTb B MPOKaT,
NyGNMYHO MUCMOMHATL, MOKa3bIBaTL/UCMONHATL B admpe 1nu pasMellatb B MHTepHeTe.

Mcnonb3oBaHne "l'll/lpaTCKOFO" nporpaMmMHoOro obecneyeHnss MoXxeT npmuBeCcTn K MHOI’MM puUCKaM: OT noTepu
OaHHbIX K TBOMM aKKayHTaM [O 6ﬂOKI/IpOBKI/I TBOEro yCTpOVICTBa, rae yCrtaHoBlleHa HeneranbHaa nporpamMmma. He
CTOMUT Takxke 3abblBaTb, YTO CyLeCTBYIOT JeralribHble 1 GecnnaTHble nporpamMmmbl, KOTOPpblE€E MOXXHO HanTW B CETU.

EIIDOEHQ?IIOIQI)H www.consultant.ru Nodaiesa éc

iadaeeiay idaajaay iaaadeéa


http://www.consultant.ru/
http://www.consultant.ru/

<fefitiit> iéfiasfacee bififiee 1 14.05.2018 N 08-1184
"I iaidaaéaiee eigiviavee"
(aianoa fi "laolde+aneéeie daeiiaidaceyie 1...

Ai861410 184ati0aaesai Elifioéiioaiolepi
Aaoa fildaisiey: 30.05.2018

O nopTtane

CeTeBUYOK.pd - TBOW MaBHbIN COBETYMK B ceTU. 34eCb Tbl MOXelWb Yy3HaTb O 6e30nacHOCTU B CeTu
MOHATHLIM U AOCTYMHbLIM SA3bIKOM, @ NPY BO3HWKHOBEHUW KPUTMYECKON cuTyaumun obpaTntbCcsa 3a cOBETOM. A Takke
NPUHATL y4acTue B KOHKypcax U cTaTb caMbiM LMPOBLIM rpaxkaaHUHOM!

Mpunoxexne N 3

NAMATKA ANg POOUTENENA OB UHOOPMALIMOHHOW BE3OMNACHOCTU OETEN
OnpepneneHne TepMuHa "MHopmMaumnoHHas 6esonacHocTb geTen" copepxutcs B PegepanbHoM 3akoHe N
436-93 "O s3awmTte geten OT MHMOPMAaLMK, MPUUUHAIOWEN Bpen WX 340POBbI U PasBUTUIO", PErynMpyoLLINM
OTHOLLIEHUS], CBA3AHHLIE C 3alUTON AeTen OT MHOopMaLUK, MPUYMNHSIOLLEN BPeq UX 300POBbLI0 U (M) pasBUTHO.
CornacHo paHHOMY 3akoHy "MHdOpMauuoHHasi Ge3onacHOCTb AeTen” - 3TO COCTOSIHME 3aLUMLLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHBIN C MPUYMHEHMEM MHOPMauunen Bpeaa nx 3gopoBbio 1 (Mnn) ranyeckomy,
NCUXMYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-®3 nHdgopmaumen, NPUYNHAIOLWEN Bpes 300POBbIO 1 (M) pa3BuUTUIO
OeTeN, ABnseTcs:

1. nHbopmaums, 3anpeLleHHas ans pacnpocTpaHeHus cpeaun aeTen;

2. vHQOopMauMs, pacnpoCcTpaHeHUEe KOTOPOW OrpaHUYeHo cpean LeTer onpefereHHbIX BO3PacTHbIX
KaTeropui.

3. K nHdopmaumu, 3anpeLleHHon ansg pacnpocTpaHeHus cpeaun AeTen, OTHOCUTCS:

4. nHcbopmauums, NobyxaroLlan AeTeN K COBEPLUEHNIO AENCTBUIA, NPEeACTaBMAOLWMNX Yrpo3y UX XKU3HM U (UNnn)
300pOBbIO, B T.4. MPUYNHEHNIO BpE4A CBOEMY 3[00POBbID, CAaMOyOUNCTBY;

5. cnocobHOCTb BbI3BATL Y AETEN XenaHue ynoTpebuTb HapKOTUYEeCKMe CpeacTBa, MCUXOTPOMHbIE U (KNn)
oaypmaHuBaloLWmMe BellecTBa, TabadHble M3Oenusl, ankorofnbHyK U CNUPTOCOAEpKallyto NPOAYKUMI, NMUBO U
HaMWTKW, U3roTaBNMMBaeMble Ha €ro OCHOBE; MPWUHSITb y4acTMe B as3apTHbIX Urpax, 3aHMMaTbCs MPOCTUTYLMEN,
OpoasPKHNYECTBOM MM NONPOLLANHNYECTBOM;

6. obocHoBbIBaOWaAa wnn onpasdbiBarowiada AONyCTUMOCTb Hacunna wu (VIJ']I/I) XecTokocTn nmbo
r|o6y>|<p,arouJ.a9| OCyLLEeCTBNATb HACUIMbCTBEHHbIE OEeNCTBMS MO OTHOLLUEHUIO K JIIOASIM W XKUBOTHbIM;

7. oTpyuarLwasa ceMerHble LEHHOCTM U (hOpMUPYIOLLIAs HEYBaXKEHNE K poguTensamM u (Unu) gpyrum YneHam
cembM;

8. onpaBpbiBatoLLas NPOTMBONPABHOE NOBEAEHME;

9. cogepxallas HeLeH3ypHyto 6paHb;

10. cogepxaluas nHdopmaumo nopHorpadmnyeckoro xapakrepa.

K nHdopmaumm, pacnpoctpaHeHMe KOTOPOW orpaHUYeHo cpean aeTen onpeaeneHHoro Bo3pacrta, OTHOCUTCS:

1. HopMauusa, NpeacTaBnsemMas B Buae M3006paxeHnss UM onmcaHus XXeCTOKOCTU, hn3nyeckoro un (unm)
NCUXNYECKOro HACWUIKS, MPECTYMNEHNS NN MHOMO aHTMOOLLIECTBEHHOIO AENCTBUS;
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2. Bbi3blBatoLLas Yy neten CTpax, yxXacC unnm naHuky, B TM. npencraendemMada B Buae |/|306pa>|<eH|/|$| nnn
onmcaHnAa B yHI/I)KaPOLLI,eVI yenioBeyeckoe [JOCTOUHCTBO cbopme HEeHacUNbCTBEHHOM CMEepPTH, 3aboneBaHus,
CaMOY6I/II7ICTBa, HeCYaCTHOro cny4asa, aBapumn unun KaTaCTpO(*)bI n (I/IJ'IVI) WX NOCNeacTBun;

3. npegcrtaBnsieMasi B BUAE M300paKeHWs WU OMUCAHUA MOSIOBbIX OTHOLUEHUN MeXOYy MY>XYUHOW W
YKEHLLMNHOW;

4, coaepxxawaa 6paHHbIe CInoBa " BblpaXXeHnA, He OTHOCALLMeCA K HeueHsypHoﬁ 6paH|/|.

C yyeTom atoro Bam npeanaratotca npaeuna paboTel B ceTu WHTEpHeT Ans pasnuyHbIX BO3PACTHbIX
KaTeropwi, cobrntogeHne KoTopbIx NO3BONUT obecneunTs MHpopMaLIMOHHY0 6e30MacHOCTb BalLnX AeTeN.

O6wme npaBuna ans poauTtenen

1. HesaBucmmo oT Bo3pacTa pebeHka Ucnonb3ynTe nporpammHoe obecneveHnne, nomorarowee unbTpoBaTb
N KOHTpONMpoBaTb MHOPMaLMIO, HO HE NofaranTechb NOSIHOCTBIO Ha Hero. Bawe BHUMaHue k pebeHKy - rmaBHbIf
MeTo[ 3aLUunThI.

2. Ecnn Baw pebeHOk MMeeT akkayHT Ha OfHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u 1.n.), BHUMaTENBHO U3y4nTE, KaKyld MHAOPMAaLMIO MOMELLAKT €ro y4acTHUKU B CBOMX NpOodunsax u
ororax, Bkntovas cotorpacum n Bugeo.

3. lNpoBepbTe, C KakMMW OpYyruMu cavTaMu CBsi3aH couuvanbHblii cepBuc Bawero pebeHka. CTpaHuykm
Bawwero pebeHka mMoryT 6biTb 6e30MacHbIMU, HO MOTYT U COAEPXaTb CChINIKN HA HeXenaTtesbHble U OnacHbIe CanThbl
(HanpumMep, NOPHOCaNT, UK CaWT, Ha KOTOPOM APYr YNOMUHAET HOMep COToBoro TernedoHa Bawero pebeHka mnu
Baw gomaluHumn agpec)

4. MoouwpsiTe Bawwnx geteit coobwate 060 BCeM CTPAHHOM MINU OTTArkuBaIOLLEM W He CMMLLKOM OCTPO
pearvpyiTe, Koraa oHu 910 AenatoT (13-3a onaceHust NoTepsATb AOCTYN K VIHTepHeTy OeT! He roBOPAT poauTensm o
npobnemax, a Takke MOryT HayaTb UCNONb30BaTb VIHTEPHET BHEe AoMa U LLKOIbI).

5. bygbTe B Kypce ceTeBon xu3Hu Bawero pebeHka. NHTepecynTech, KTO UX Apy3bs B IHTEpHET Tak xe, Kak
WHTEepecyeTechb pearnbHbIMU APY3biMU.

BospacTt ot 7 no 8 netr

B MHTepHeTe pe6eH0|< CTapaeTcda NnoceTnuTtb Te UNn UHbIe CanTbl, @ BO3MOXHO W 4arbl, pa3pelleHne Ha
noceLlleHne KOTopbiX OH HE nony4un Obl OT pO,El,I/ITeJ'IeIZ. |-|03TOMy poauTenam 0COB6€EHHO NonesHbl GYD,yT T€ OTYEThI,
KOTOpblE MpPeaoCcTaBnATCA MporpamMmmamMmm no orpaHn4yYeHunto Kncnosrib3oBaHUA MHTepHeTa, T.e. Pogutenbckui
KOHTPOJTb Unnn TO, 4YTO Bbl CMOXeTe yBUOETb BO BPEMEHHbIX cbal?max. B pesynbtare, Yy peGeHKa He 6yp,eT
oulyuleHud, 4To 3a HMM BeOeTCA NOCTOSIHHbIN KOHTPOJIb, O4HaKO, poAUTENN 6y,EI,yT no-npexHemy 3HaTb, Kakue
canTbl noceLlaeT nx pe6eH0|<. [eTtn B gaHHOM BO3pacTe obnagatoT CUnbHbIM YyBCTBOM CE€MbW, OHMN OOBEPYUBbLI U
HE COMHEBAKTCA B aBTOpUTETAX. OHu nobsT nrpaTtb B CETEBbIE UIPbl N NyTELWLECTBOBATL MO MHTepHeTy, ncnonb3ysa
QNEKTPOHHYIO MOYTY, 3aXoAUTb Ha CaWlTbl N YaThbl, HE pekomMmeHOgoBaHHbIE poaANTENAMMW.

CoBeTbl No 6e3onacHocTK B ceTn MIHTepHeT ansa neten 7 - 8 net

1. Co3ganTe CNUCOK [OMAaLUHUX NpaBuIl MocelleHns VIHTepHeTa npu ydacTum peten u Tpebynte ero
BbINOSHEHWSI.

2. Tpebynte ot Balwero pebeHka cobntogeHnsi BPEMEHHbLIX HOPM HaxXOoXOEeHUS 3a KoMnbloTepoMm. lNMokaxuTe
pebeHky, 4To Bbl HabnogaeTe 3a HUM He NoToMy 4TO Bam 31O xo4deTcs, a notomy 4Tto Bbl Gecnokontecb 0 ero
6e3onacHoOCTU U Bceraa rotoBbl €éMmy NnomMoYb.

3. KomnbloTep ¢ nogknioveHneMm kK MHTepHeTy OormKeH HaxoauTbCcA B oOLien KOMHaTe nof NpUCMOTPOM
poauTenen.

4. VicnonbayiTe cneuunarnbHble eTCKUE MOUCKOBLIE MaLLMHBI.
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5. |/|CI'IOJ'Ib3yIZTe cpeacTtea 6J'|0Kl4pOBaHI/IF| HeXenaTteribHOro KOHTEeHTa KaK AOONOJfIHeHWe K CTaHOapTHOMY
PO,DMTeJ'IbCKOMy KOHTPOMO.

6. Co3ganTe ceMelHbI 3NEKTPOHHbIN ALWMK, YTOObI HE MO3BONUTL AETAM UMETb COOCTBEHHbIE agpeca.

7. BrokupyiTte gocTyn Kk caiTam ¢ GecnnaTHbIMU MOYTOBbIMM SALIMKAMU C MOMOLLbI0 COOTBETCTBYIOLLEro
nporpammHoro obecneyeHus.

8. MNpuyunte peten copetoBaTbcsa ¢ Bamn nepen onybrnmkoBaHMeM kakon-nnbo nmHgopmaumm cpegcreamm
3NEeKTPOHHON NOYTLI, YaTOB, PErMCTPaLMOHHbLIX OPM U NPodUen.

9. Hayuute geteit He 3arpyxaTtb (pannbl, Nporpammel UM My3biky 6e3 BalLero cornacus.
10. He paspeluainTe getam MCnonb3oBaTb Cry0bl MTHOBEHHOro obmMeHa coobLeHnAMM.

11. B "Genbin" cnucok camToB, paspelleHHbIX ANs MNOCELLUEeHWNsi, BHOCUTE TOMbKO CalTbl C XOpOLUEN
penyTauuen.

12. He 3abbiBaviTe becegoBatb ¢ AeTbMu 00 Ux Apy3bsix B VIHTEpHETe, Kak ecnv Obl peyb LWa o Apy3bsx B
peanbHOM XNU3HW.

13. He penaiite "taby" n3 BONpOCOB MOMOBOW >M3HK, TaK Kak B IHTEpHETE AEeTN MOrYT NEerko HaTKHYTbCA Ha
nopHorpacuio unu cantsl "aAns B3pocnbIx”.

14. Mpuyuute Bawero pebeHka coobLlaTe BaM O NOObLIX Yrpo3ax UM TpeBorax, CBsA3aHHbIX ¢ VIHTepHeToM.
OcTaBaiiTecb CMOKOWHbIMMA U HaNOMHUTE OETAM, YTO OHM B Ge30MacHOCTM, EClM CaMu pacckasanu BaM O CBOWX
TpeBorax. [loxBanuTe ux u NOCOBETYNTe NOJOWTU eLle pa3 B MOAOOHbIX Criyyasx.

BospacT geten ot 9 go 12 net
B O0aHHOM BoO3pacTe AeTu, KaK MnpaBuiio, YyxXe HaclbllaHbl O TOM, KaKad I/IHd)OpMaLI,VIﬂ cyulectByeT B
MHTepHeTe. COBepLIJeHHO HOpMalibHO, 4YTO OHW XOTAT 3TO YBUAETb, NPO4YEeCTb, YyCIbillaTb. ﬂpl/l 3TOM HYXHO

NMOMHUTb, YTO AOCTYMN K HexenatenbHbiM Marepuanam MOXHO Jlerko 3abrokMpoBaTb MNpyv MOMOLUM CpencTs
PoanTenbCKoro KOHTpons.

CoBeTbl No 6e3onacHocTy anga geten ot 9 go 12 net

1. Cospanite CnNUCOK AOMalUHMX NpaBun noceweHus WHTepHeT npu ydactum pgeten M Tpebyiite ero
BbIMOMNHEHUS.

2. Tpebynte oT Bawero pebeHka cobnogeHnst HOPM HaxoX4eHUs 3a KOMMbIOTEPOM.

3. Habniopante 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXMTe emy, YTo Bbl Gecnokoutecb 0 ero
©Ge3onacHOCTU 1 BCerga roToBbl OkasaTb MY NMOMOLLb.

4. KomnbloTep € nogkntovyeHnem B MHTEpPHET OOMMKEeH HaxoguTbCA B oOLler koMHaTe nog NpuCMOTPOM
poauTenen.

5. |/|CI'IOJ'Ib3yIZTe cpeacTtea 6ﬂ0KMpOBaHI/IF| HeXenaTtesibHOro KOHTEeHTa KakK AOONOoJfIHeHMe K CTaHOapTHOMY
PO,D,VITeJ'IbCKOMy KOHTPOMO.

6. He 3abbiBanTe npuHMMaThL HEMOCPEACTBEHHOE y4yacTue B XMU3HM pebeHka, GeceqoBaTtb C AeTbMU 00 MX
apy3bsax B IHTepHeTe.

7. HacTtauBaiiTe, 4TobObl ETU HUKOTAA HE COornallanuichb Ha NinYHbIe BCTPEUM C ApY3baMU No VHTepHeTy.

8. Mos3BonsanTe geTsaM 3axoanTb TOMbLKO Ha canThbl U3 "6enoro” cnmcka, KOTopbI co3ganTe BMECTE C HAMWN.
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9. Mpuyunte Oeteit HUKOrOa He BblAaBaTb NIMYHYIO MHOPMALIMIO CPEACTBAMM SNEKTPOHHON MOYTLI, YaToBs,
CMCTEM MIHOBEHHOTO 0BMeHa COOBLLEHNAMU, PEMMCTPALMOHHBIX (POPM, NMUYHBLIX NPOdUIEN 1 NPU perucTpaummn Ha
KOHKypchl B VIHTepHeTe.

10. MpuyunTe geten He 3arpyxaTb nporpammbl 6e3 Balero paspelueHuns. OObACHATE UM, YTO OHU MOTyT
CnyyalrHo 3arpy3vTb BUPYCbl UMW ApYroe HexenaTenbHoe nporpammHoe obecneveHme.

11. Cospaiite Bawemy pe6GeHky orpaHUYeHHy0 yY4eTHYI0 3anuchb Ansi paboTbl Ha KOMMbIOTEPE.

12. MpuyuunTe Bawero pebeHka coobwaTe BaM O NOOLIX yrpo3ax UM TpeBorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHuTe getam, 4to oHu B 6e30nacHOCTH, eCcrnv caMu pacckasanu Bam O CBOMX TPEBOrax v ornaceHumsx.

13. PacckaxuTe getsm o nopHorpaduu B UHTepHeTe.

14. HacTtamBanTe Ha ToM, 4YTODObI AETU NPEeAOCTaBNANM BaM LOCTYN K CBOEW 3fIEKTPOHHOM No4Te, YToObI Bbl
ybeannucb, YTo OHM He oBLLalTCs C HE3HaAKOMLAMM.

15. OGbsACHUTE OETAM, YTO Hernb3sl MCMOoMNb30BaTh CETb AMNA XyrNUraHcTBa, pPacrnpoCTPaHeHUs CrnnieTeH Mnu
yrpos.

BospacT geteri ot 13 po 17 net

B atom BO3pacTe NogpOoCTKN akKTUBHO MUCMNOJb3YHOT MOUCKOBbLIE MaLUUHbI, NMONb3YHTCA 3J'IeKTpOHHOI;I NoOYTOMN,
CJ'Iy)K6aMI/1 MIHOBEHHOro obmeHa coobLleHnsIMK, cKaumBatoT MY3bIKYy ” d)I/IJ'IbeI. Manbunkam B 3TOM BO3pacTe
fonblwe no HpaBy CMeTaTb BCE€ OrpaHU4YeHudA, OHWU XaXXayT rpy60ro IOMOpa, a3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBoukn npeanovynTarT obwaTtbcs B 4artax, npn 3TOM OHWM Tropa3ao bonee YyBCTBUTEJIbHbI K
CeKCyallbHbIM AOMOratesfibCTBam B MHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poAavTensM yXXe BeCbMa CINOXHO KOHTPONMpOBaTb CBOWMX OeTel, Tak Kak 06
MHTepHeTe OHM yxe 3HalT 3HauMTenbHO Gonblle CBOMX poauTenen. Tem He MeHee, He OTnyckanTe AeTen B
"cBobogHoe nnasaHue" no MHTepHeTty. CTapantecb akTMBHO y4acTBOBaTh B 0bweHumn pebeHka B HTepHeTe.

BaxHo no-npexHemy cTporo cobntogate npaBuna WHTepHeT-6e30macHOCTM - cornalleHve  Mmexay
poauTensamMu 1 getbMu. Kpome Toro, HEO6X0AMMO Kak MOXHO Yalle NpocMaTpuBaTb OTYETHI O AeATENbHOCTY OeTen
B WHTepHeTe. Cneayet obpatutb BHMMaHME Ha HEOOXOAUMOCTb codepkaHusl poauTeNbCKUMX naporer (naposnein
aJMVHMCTPATOPOB) B CTPOTOM CEKpPEeTEe U 00paTUTb BHUMAaHKE Ha CTPOroCTb 3TUX Naponeil.

CoBeTbl No Ge3zonacHoOCcTM B 3ToM Bo3pacTe oT 13 go 17 net

1. Cospanite CNUCOK AOMAaLUHMX MpaBuil NocelleHnst VIHTepHeTa npu y4acTum MNOLPOCTKOB U Tpebynte
©e3ycnoBHOro ero BbINosiHeHUsA. O6roBopuTe ¢ pebeHKOM CMMCOK 3anpeLLeHHbIX CanToB ("Y4epHbI CnMcok"), Yachl
paboTbl B IHTepHeTe, pykoBOACTBO MO 06LeHU0 B VIHTepHETe (B TOM Yncne B YaTax).

2. KomnbloTep ¢ nogknioveHnem k cetm IHTEpHET JOIMKEH HaxoanTbCs B 0OLLEN KOMHaTe.

3. He 3abbiBante becepoBaTb C AeTbMu 06 uX Apy3bsx B VIHTepHeTe, O TOM, YeM OHW 3aHATbl TakuM
o6pa3oM, ByaTo peyb MOET O OpY3bsix B peanbHON xu3HW. CrnpalumBainTe o noasix, ¢ KOTopbiMU AeTu obLatoTcs
nocpeacTBoM Crny»6 MrHOBEHHOrO oOMeHa COOBLLEHUAMM, YTOOLI yOeauTbes, YTO 3T NoAN UM 3HAKOMBbI.

4. Vicnonb3ynTe cpeAactBa OGMoKMpOBaHUSA HexenaTenbHOro KOHTeHTa Kak OOMOSfiHeHMe K CTaHgapTHOMY
PooutensCkomy KOHTPOTIO.

5. Heobxoammo 3HaTb, KaknMm YaTamm Nonb3yrKTCA Bawwn getun. I'Ioou.|,p9|7|Te ncnonb3oBaHMe MoaepupyemMblx
4yaToB N HacTamBawnTe, YTOObI 4eTN He 0O annch B NnpMBaTHOM peXxXunme.

6. HactanBaiiTe Ha ToM, 4TOObI 4ETU HUKOF4A HE BCTPEYanuCh fIMYHO C ApY3bsMU 13 ceTn NIHTepHeET.
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7. Mpuyunte OeTeit He BbidaBaTb CBOK NUYHYO MHAOPMALMIO CPEACTBAMMU SNEKTPOHHOM MOYThI, YaToB,
CMCTEM MIHOBEHHOTO 0BMeHa COOBLLEHNAMU, PEMMCTPALMOHHBIX (POPM, NMUYHBLIX NPOdUIEN 1 NPU perucTpaummn Ha
KOHKypchl B VIHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpaMmmbl 6e3 Bawero paspelweHnsi. OOGbACHUTE MM, YTO OHU MOTYT
Crny4YanHo 3arpy3uTb BUPYCbl UK Apyroe HexenaTenbHoe nporpaMMmHoe obecneveHue.

9. MpuyunTe Bawero pebeHka coobliaTe BaM O NOOLIX Yrpo3ax UNuM Tpesorax, cBA3aHHbIX ¢ MHTepHeToM.
HanomHute getsm, 4to OoHM B 6e3onmacHOCTM, ecnv caMu pacckasanuM BaM, O CBOWMX Yrposax WU TpeBorax.
MoxBanuTte 1x 1 NOCOBETYITE NOAOKTM eLle pa3 B NoAoGHbIX Cryyasix.

10. PacckaxuTte getam o nopHorpadum B WMHTepHeTe. lomornte um 3awmMtutbca OT cnama. Hayuute
NOAPOCTKOB He BbiAaBaTtb B VIHTEpHeTe CBOEro pearbHOro aeKTPOHHOIo agpeca, He oTBeYaTb Ha HexenaTterbHble
nMcbMa 1 UCMNonb3oBaTh CneumarnbHble MOYTOBbLIE (PUNBTPLI.

1. anIyHI/ITe cebsi 3HAaKOMUTBLCS C calTamu, KOTOpbIE NoceLlatoT NogpPOCTKN.

12. Hayunte geten yeaxaTb OpYrnx B UHTEPHETE. YbeamTech, YTO OHU 3HAKOT O TOM, YTO MpaBmia XOpPoLLEro
noBefeHUs OENCTBYIOT Be3ae - AaXe B BUPTyarlbHOM MUpe.

13. OObsCHUTE [eTsAM, 4YTO HU B KOEM Cly4ae Helnb3A WUCnonb30BaTb Cetb and XynuraHcTBa,
pacnpocTpaHeHna cnneTeH nin yrpos Apyrmm nogadam.

14. ObcyamTe ¢ NogpocTkaMu nNpobnembl CETEBLIX a3apTHbIX UMP M UX BO3MOXHbIA pUCK. HanomHute, 4To
AETV He MOTYT UrpaTtb B 3TW Urpbl COTMACHO 3aKOHY.

MocTosHHO KOHTpONUpyTEe Mcnons3oBaHe NHTepHeTa Bawmm pebeHkoM! 3To He HapyLUeHWe ero JIMYHOro
NpOCTpaHCTBa, a Mepa NpeJoCTOPOXHOCTU U NposiBneHne Balen poantensckon 0TBETCTBEHHOCTH 1 3a60TbI.
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